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BBepgeHue

HacTtosiwme pekomeHgaumm cogepxaT onvcaHne paclumpennsa aokymeHta PKCS#15
«Cryptographic Token Information Format Standard» [1], pa3paboTaHHOro u
onybnunkoBaHHoro RSA Laboratories. OH onucbiBaeT CUHTAKCUC NPeACTaBNEHNs KIoYeBOM
NHdopMaUnK, LNPPOBBIX CepTUGUKATOB, ayTEHTUMPUKALNOHHON WHOpMaUMN U OpYrnx
A@HHbIX MPU UX XPAHEHUWN Ha BHELUHUX HOCUTENSIX.

[aHHoe paclwupeHue [1] no3BonsieT UCMONb30BaTb CUHTaKCUC 6a3oBOro crtaHgapTa
ONA  CO34aHuUsl KOHTEMHEPOB XpaHeHUs KI4YeBOM WHopmaumn, uCrnonb3yemMon B
kpuntorpadpuyecknx anropmutmax no NOCT P 34.10 u FOCT 28147-89.

Lienecoobpa3sHocTb pa3paboTky HAaCTOALWMX pekoMeHaauni BbldaBaHa NoTpebHOCTLIO
B YHU(PULMPOBAHHOM peLLUEeHUN, WCMOMb3yILWeM HauMoHanbHble KpunTorpaduyeckme
CTaHOapTbl M nossongwowemM obecneyntb COBMECTUMOCTb CPeacTB KpunTorpadonyeckomn
3aWNTbl pasnNn4YHbIX pa3paboTymKkoB B YacTn oopmMaTta XpaHEHUs1 Kto4yeBOon MHGOPpMaLMK
Ha HocuTene nonb3oBaTens.

MpumedyaHune— OcHOBHasA YacTb HAaCTOSILLMX PEKOMEHAALMI JOMNOMHEHA NPUNOXEHNSMN
Anb.
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PEKOMEHAOALUWW NO CTAHOAPTU3ALIUU

UHdopmaumnmoHHana TexHonorusa
KPUNTONPA®PUYHECKAA SALLUTA NUHOOPMALNA

KoHTenHep XpaHeHus Krnoyen

Information technology. Cryptographic data security.

Storage key container

Darta BBegeHna — 2017—06—01

1 O6nactb NnpUMeHeHUusA

Hactosiwme pekoMeHgaumv npegHasHadeHbl AN NPUMMEHeHUs1 B OOLLEeAOCTYMHbIX
NHPOPMALMOHHO-TENEKOMMYHUKALIMOHHBLIX, KOPMOPaTUMBHbLIX CETSX M UHMOPMaLMOHHbIX
cucteMax Ans  3aWmTbl  MHGOpMaUMKW, He coaepkallel CBeAeHWI, COCTaBNSHOLLMX
roCcyqapCTBEHHYHO TalHy, C WCMOSIb30BaHNEM MEXaHW3MOB LUMGPOBAHUS W 3aLUUTbI
ayTEHTUYHOCTU AaHHbIX.

2 HopmaTuBHbIE CCbISIKU

B HacToswmx pekoMmeHOgaunax Ucrnosyib3oBaHbl HOpMaATUBHbIE CCbIJIKM Ha creayroLimne
CTaHOapThl:

MOCT P 3410 WHdopmaumoHHaa TexHonorus. Kpuntorpadudeckaa 3awmta
nHpopmauuu. lNpoueccobl PopMUPOBaAHNA U NMPOBEPKU SNEKTPOHHOW LICOpOBON NOANUCH

NOCT P 34.11 WHdopmaumoHHaa TexHonorms.  Kpuntorpaduyeckas 3awmta
NHpopmauun. OYHKUNS X3LIMPOBAHUSA

FOCT 28147-89 «Cucrtembl 06paboTkm nHopmaumn. 3awmta Kpuntorpaduyeckas.
AnropuTtm Kpuntorpaduyeckoro npeobpaszoBaHus»

U3paHne ochmumanbHoe
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P 50.1.111-2016 WHpopmMauuoHHaa TexHonorus. Kpuntorpadgpuyeckas 3sawumta
nHdopmauuu. MNaponbHasa 3awmTa Kn4eBon NHpopmaumm

P 50.1.112-2016 WHpopmMauuoHHaa TexHonorus. Kpuntorpadgpudeckas 3sawumta
NHGopMaunKn. TPaHCMOPTHBLIN KITHOYEBOW KOHTENHEP

P 50.1.113-2016 WHdopmaumoHHaa TexHonornsa. Kpuntorpadpudeckas sawumrta
nHgopmauun.  Kpuntorpaduyeckme  anropuTMmbl,  CONYTCTBYWOLWME  NPUMEHEHUIO
anropuTMOB 3M1EKTPOHHOM LMEPOBOU NOANUCKU U (PYHKLMN X3LLIMPOBAHUSA

Mpumeyarne — T[lpM nNONb3OBaHWM HACTOSALMMM PEKOMEHA4aUMsaAMM  LienecoobpasHo
NpoBepuTb OENCTBME CCbINTOYHbIX CTaHOapToB (pekoMeHgauun) B WHEMOPMALMOHHOW CUCTEME
obLero nonb3oBaHWs — Ha oduumanbHoM cante PegepanbHOrO areHTCTBa MO TEXHUYECKOMY
perynupoBaHnio 1 MeTpororum B ceTu VHTepHeT wnn no  exerogHomy WHGOpMaLMOHHOMY
ykaszatento «HaumoHanbHble CTaHdapTbl», KOTOPLIM OMyonmMkoBaH MO COCTOSHMIO Ha 1 sHBaps
Tekyllero roga, M Mo BbINyCKaM eXeMeCAYHOro WHAOPMaUMOHHOIO ykasatens «HauvoHanbHble
CTaHOapTbl» 3a TeKywwmih rod. Ecnn 3ameHeH CCbinoYHbIM CTaHAapT (pekoMeHAdaummn), Ha KOTOpbIn
AaHa HeJaTUPOBaHHas CCbiflka, TO PEKOMEHAYeTCA MCNoMb3oBaTbh AEWCTBYIOLLYIO BEPCUMIO 3TOro
cTaHgapTa (pekoMeHaauun) C y4eTOM BCEX BHECEHHbIX B [aHHYHD BEPCUID U3MeHeHun. Ecnu
3aMEHEH CCbINIOYHbIM CTaHAapT (pekoMeHdaumu), Ha KOTOpbIM AaHa OaTMpPOBaHHas CCbifka, TO
peKOMeHOYETCA UCNONb30BaTb BEPCUIO ATOMO CTaHAapTa (pekoMeHaaumi) ¢ ykasaHHbIM Bbille rogoM
yTBEepXOeHns (NpuHAaTUL). Ecnn nocne yTBepXOeHWs HacTOSALWMX peKOMeHAauMnh B CChISTOYHbLIN
CTaHdapT (pekomeHgaumu), Ha KOTOpbI [aHa AaTMpOBaHHas CCbiflka, BHECEHO W3MeEHeHue,
3aTparvsaroliee MoroXeHne, Ha KOTOpOe [aHa CCblfika, TO 3TO MOMOXEeHWe peKkoMeHayeTcs
npuMeHsTb 6e3 ydeTa OaHHOrO M3MeHeHusl. Ecrnn CCbinoYHbIv CcTanHaapT (pekoMeHaaumm) OTMEHeEH
0e3 3amMeHbl, TO MOMoXeHMe, B KOTOPOM [aHa CCbifika Ha HEero, MPUMEHSIETCA B 4acTu, He
3aTparvsaroLLen 3Ty CCbISKy.

3 TepMuHbI, onpeaeneHnst 1 0603HaYeHuUs

B HacTosilmx pekomMeHgaumsx NpUMeHeHbl TEPMUHbI, ornpeaeneHms 1 0603HadYeHus,
onpeaerneHHble B JOKYMEHTax, NPUBEAEHHbIX B pasaene «bubnuorpadus».

4 bBbasoBble TUNbI [1]

basosble TUNbI Noapo6bHO onucaHbl B 6.1 [1]. OTux 6a30BbLIX TMNOB AOCTATOYHO AN
cneumdukaunumn MHopMauumn o Kn4dax, BKYas HasHavyeHue KI4Yen, CPOKM AeNCTBUS,
AaHHblE O Bnagenbue, nsgatene u 1. n.

B [1] oTcyTcTBYyeT onpeeneHve «UMA KOHTenHepa», WU Ons HanMeHOBaHUA
06bekToB NpuMeHeHa MeTka (6.1.3 [1]).

Label ::= UTF8String (SIZE(0..pkcs15-ub-label))

O6beKkTbl  3aKpbITbIX, OTKPbITLIX  KMKOYEn KU cepTMduKaToB  coaepxaT
noeHtucpukatop iD (cm. cTpykTtypbl CommonKeyAttributes, CommonCertificateAttributes
[1]). WpeHTuduKaTOp MMeeT crneayowmn TIn:

Identifier ::= OCTET STRING (SIZE(O..pkcs15-ub-identifier).
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NpoeHTudukaTop ABNSETCH YHWUKanbHbIM ANA obbekTta OAHOro Tuna B pamkax
ogHoro koHTenHepa [1]. CoBnageHve waeHTUUMKATOPOB OOBLEKTOB pasHOro Tuna
O3HayaeT MX B3anMOoCBsA3b. Hanpumep, COOTBETCTBUE 3aKPLITOrO KNtoYa OTKPLITOMY KItovy
NI COOTBETCTBME KITtoYa cepTudmkary.

Ona noeHTumkaummn Knoyen takke MOryT Mcnosib3oBaTbCcs nons subjectName,
cogepxawme uma cybbekta knoda (cm. cTpykTypbl CommonPrivateKeyAttributes,
CommonPublicKeyAttributes [1]).

B [1] 06bekTbl MOryT XpaHuUTbCA Kak B BUAE 3HAYE€HMMW, TaK U B BUAE CCbIFIOK Ha
apyrme ob6bekTbl. [ns aToro npumeHeH Tun gaHHbix PathOrObjects (6.1.7 [1]).
PathOrObjects {ObjectType} ::= CHOICE {
path Path,
objects [0] SEQUENCE OF ObjectType,

indirect-protected [1] ReferencedValue {EnvelopedData {SEQUENCE OF
ObjectType} },
direct-protected [2] EnvelopedData {SEQUENCE OF ObjectType},
}

Hacrtoswme pekoMeHaaunm onpegensioT, 4yTO ans XpaHeHus
HeKoHuaeHUManbHbIX  0BbEKTOB  (OTKPbITbIE  KNoYM,  cepTudumkatbl)  OOSMKEH
ncnonb3oBaTtbCcs BapuaHT objects[0], a Ana xpaHeHuss KOHMUAeHUManbHbIX OOBLEKTOB
(3aKpbITble U1 CUMMETPUYHbBIE KNtOYK) — BapmaHT direct-protected[2].

Onsa  vaeHTudukaumm napameTpoB 0O0bEKTOB M 0b6ractn ux MNpUMEHEHUs
ncnonbdyetca tmn Keyinfo (6.1.13 [1]).
Keylnfo {ParameterType, OperationsType} ::= CHOICE {
reference Reference,
paramsAndOps SEQUENCE {
parameters ParameterType,
supportedOperations OperationsType OPTIONAL

}

Camn ob6bekTbl [1] npeactaeBnsawT cobon Habop aTpubyToB pasHOro YpPOBHS
aetanusauun, Mo3BONAOLWMX ONUcaTb BCEBO3MOXHble CBOWCTBA OOBEKTOB M Npu
HeobXoaUMOCTUM paclMpUTb NepeveHb ONMCbIBaeMbIX CBONCTB.

PKCS150bject {ClassAttributes, SubClassAttributes, TypeAttributes} ::=

SEQUENCE {

commonObjectAttributes CommonObjectAttributes,
classAttributes ClassAttributes,

subClassAttributes [0] SubClassAttributes OPTIONAL,
typeAttributes [1] TypeAttributes
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5 OObBbeKTbl AnNA XpaHeHUsa Knr4deun

[1] onpeaeneHo, YTO B KOHTENHEPE MOTYT XPaHUTbCS KNOYM TPEX TUMOB: 3aKPbITbIE,
OTKpPbITbIE M CUMMeTpudHble. Hwxe onpeaeneHbl pacwMpeHnsi COOTBETCTBYHOLLNX
CTPYKTYp ansa xpaHeHusa kntoden anroputmoB FOCT P 34.10 u TOCT 28147-89.

5.1 NpeacraBneHue Kn4a

Ans obecneyeHns 3alUTbl 3aKPbITbIX U CUMMETPUYHbLIX KIOYEW OT yTeuyek Mo
NoboYHbIM KaHamam Mnpu  CYMTbIBAHMM W NPOBEAEHMM oOnepauuin Cc  Krvamu
LenecoobpasHo  WUCMOMb30BaHME  MACKMPOBaHHbIX  kntoden. [Ons  xpaHeHus
MaCKMpOBaHHbIX KM4el U HabopoB MacoK MCMONb30BaHbl NPEACTaBMEHUS KIOYen B
BMAOE:

GostR3410-2012-KeyValueMask ::= OCTET STRING { Km|M|M]....|My}
Gost28147-89-KeyValueMask ::= OCTET STRING { Km|Mz|Ma]....[My}

MNoapobHoe onucaHwe AaHHbIX MpeacTaBreHun Khden U3NoXeHo B pasgene 4
P 50.1.112—2016.

5.2 OOBEKT 3aKpbITOro Knrouya

B cootBetctBum ¢ 6.3.1 [1]:

PrivateKeyType ::= CHOICE {
privateRSAKeyPrivateKeyObject {PrivateRSAKeyAttributes},
privateECKey [0] PrivateKeyObject {PrivateECKeyAttributes},
privateDHKey [1] PrivateKeyObject {PrivateDHKeyAttributes},
privateDSAKey[2] PrivateKeyObiject {PrivateDSAKeyAttributes},
privateKEAKey[3] PrivateKeyObject {PrivateKEAKeyAttributes},
... -- For future extensions

}

PrivateKeyObject {KeyAttributes} ::= PKCS150bject {
CommonKeyAttributes, CommonPrivateKeyAttributes, KeyAttributes}

[na xpaHeHuna kno4ven, BolpaboTaHHbix no anroputmy FOCT P 34.10, B CTPYKTYpY
PrivateKeyType BBeZleH crnegyoLwwmin TUn Knioya:

privateGostR3410-2012Key [27] PrivateKeyObject {
PrivateGostR3410-2012KeyAttributes}

PrivateGostR3410-2012KeyAttributes ::= SEQUENCE {
value ObjectValue {GostR3410-2012PrivateKey},
keyinfo Keylnfo {GostPrivateKeyParameters, PublicKkeyOperations}
OPTIONAL,
... -- For future extensions
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GostR3410-2012PrivateKey ::= GostR3410-2012-KeyValueMask

GostPrivateKeyParameters ::= CHOICE {
gostR3410-2012ParamSet OBJECT IDENTIFIER,
privateKeyParamSet [0] GostR3410-2001-ParamSetParameters,

}

roe gostR3410-2012ParamSet — ugeHTUdukaTop napameTpoB anroputMa, KOTOpbIn
BblOpaH B cooTBeTCTBUMM C «MaeHTudmkaTopbl 06bekToB (OID) TEXHUYECKOrO KOMUTETA NO
ctaHgaptmsaummny» [2]. PekomeHgyeTcsi ucnonb3oBaTb 3HadeHue id-tc26-gost-3410-12-
512-paramSetA.

Ecnu cTpyktypa keylnfo oTcyTcTByeT, To npeanonaraeTcs 3HayeHne napaMmeTpos
Mo YMOMYaHuIo:

KeyInfo.paramsAndOps.parameters = id-tc26-gost-3410-12-512-paramSetA

5.3 OOBbEKT OTKPbITOro Kro4a

B 6.4.1 [1] onpeaeneHbl OTKPbITbIE KHOYN:

PublicKkeyType ::= CHOICE {
publicRSAKey PublicKeyObject {PublicRSAKeyAttributes},
publicECKey [0] PublicKeyObject {PublicECKeyAttributes},
publicDHKey [1] PublicKeyObject {PublicDHKeyAttributes},
publicDSAKey [2] PublicKeyObject {PublicDSAKeyAttributes},
publicKEAKey [3] PublicKeyObject {PublicKEAKeyAttributes},
... -- For future extensions

}

PublicKeyObject {KeyAttributes} ::= PKCS150bject {
CommonKeyAttributes, CommonPublicKeyAttributes, KeyAttributes}

[ns XxpaHeHnsa OTKpbITOro knto4a, BeipabotaHHoro no anroputmy FOCT P 34.10, B
cTpykTypy PublicKeyType BBeAeH cnegyowmn Tun:

publicGostR3410-2012Key [27] PublicKeyObject {
PublicGostR3410-2012KeyAttributes}

PublicGostR3410-2012KeyAttributes ::= SEQUENCE {
value ObjectValue {GostR3410-2012PublickeyChoice},
keyinfo Keylnfo {GostPrivateKeyParameters, PublicKkeyOperations}
OPTIONAL,
... -- For future extensions

}

GostR3410-2012PublicKkeyChoice ::= CHOICE {
raw GostR3410-2012Point,
spki SubjectPublicKeylinfo,
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Mpn wncnonb3oBaHun SubjectPublicKeylnfo OTKpbITLIM KNHOY M ero napameTpbl
AOSMKHbI ObITb npeacTaBneHbl B COOTBETCTBUM c 43 [3]. Mone
SubjectPublicKeylnfo.algorithm.parameters He aommkHO 6b1Tb NULL.

Mpn wncnonb3oBaHuM GOsStR3410-2012Point OTKPbITHIA KM OOSMKEH UMETb
npeacrtaeneHue, onucaHHoe B P 50.1.112 — 2016.

GostR3410-2012Point ::= GostR3410-2012-PublicKey.

Ecnn cTtpyktypa keylnfo oTcyTtcTByeT, TO npeanonaraeTcsi 3HaYyeHMe napameTpoB
Nno YMOSYaHMIo:

KeyInfo.paramsAndOps.parameters = id-tc26-gost-3410-12-512-paramSetA

5.4 OO BbEKT CUMMETPUYHOIO Kiova

CTpyKTypa CMMMETPUYHOIO CEKPETHOrO KItova onpeaeneHa B 6.5.1 [1].

SecretKeyType ::= CHOICE {
genericSecretKey SecretKeyObject {GenericSecretKeyAttributes},
rc2key [0] SecretKeyObject {GenericSecretKeyAttributes},
rcdkey [1] SecretKeyObject {GenericSecretKeyAttributes},
desKey [2] SecretKeyObject {GenericSecretKeyAttributes},
des2Key [3] SecretKeyObject {GenericSecretKeyAttributes},
des3Key [4] SecretKeyObject {GenericSecretKeyAttributes},
castKey [5] SecretKeyObject {GenericSecretKeyAttributes},
cast3Key [6] SecretKeyObject {GenericSecretKeyAttributes},
cast128Key [7] SecretKeyObject {GenericSecretKeyAttributes},
rc5Key [8] SecretKeyObject {GenericSecretKeyAttributes},
ideaKey [9] SecretKeyObiject {GenericSecretKeyAttributes},
skipjackKey [10] SecretKeyObject {GenericSecretKeyAttributes},
batonKey [11] SecretKeyObject {GenericSecretKeyAttributes},
juniperKey [12] SecretKeyObject {GenericSecretKeyAttributes},
rc6Key [13] SecretKeyObject {GenericSecretKeyAttributes},
otherKey [14] OtherKey,
... -- For future extensions

}

SecretKeyObject {KeyAttributes} ::= PKCS150bject {

CommonKeyAttributes, CommonSecretKeyAttributes, KeyAttributes}

[ns xpaHeHus cummeTpudHoro kntova ansa anroputma FOCT 28147-89 B CTpyKTYpy
SecretKeyType BBeaeH TUM:

gostKey [27] GostSecretKey

GostSecretKey ::= SEQUENCE {
keyTypeGost OBJECT IDENTIFIER,
keyAttr SecretKeyObject {GostSecretKeyAttributes}

}

B kauyectBe wuaeHTMdwMKaTOpa TuMNa Kya JorkeH ObiTb  npeacTaBrieH
noeHTuduKaTop anroputMma B cootseTcTeum ¢ 8.1 [4]:

6
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keyTypeGost = id-Gost28147-89
ATpnbyTbl CUMMETPUYHOTO Krtova onpefeneHsl crnegyrowmm obpasom:

GostSecretKeyAttributes ::= SEQUENCE {
value ObjectValue {Gost28147-89-KeyValueMask},
keylnfo Keylnfo {GostSecretKeyParameters, SecretKeyOperations}
OPTIONAL,

}

GostSecretKeyParameters ::= CHOICE {
cryptoProParamSet OBJECT IDENTIFIER,
secretKeyParamSet [0] Gost28147-89-ParamSetParameters,

}

SecretKeyOperations ::= Operations

NpoeHTudukaTopbl napameTpoB anroputma cryptoProParamSet Bblbupatotca B
cooteeTcTBUM C 8.1 RFC4357 [4] n pasgernom 4 [5].

CtpykTypa Gost28147-89-ParamSetParameters onpegeneHa B 8.1 [4].
Ecnu ctpyktypa keylnfo oTcyTcTBYET, TO NPUHMMAETCA 3HAYEHME NO YMOSYaHUIO:

Keylnfo.paramsAndOps.parameters = id-Gost28147-89-CryptoPro-A-ParamSet

6 ObGecne4vyeHne KOHpPUAEHLNANBLHOCTU KIO4Yen

[na obecnevyeHns KOHMOMAEHUMANBHOCTM OOBHEKTOB 3aKPbITOrO U CUMMETPUYHOIO
Kntoya B coOTBETCTBUM C [1] ncnonb3oBaH Tun EnvelopedData. [aHHbI TUN onpenenex B
pasgene 6 [6].

EnvelopedData {Type} ::= SEQUENCE {
version INTEGER {v0(0), v1(1), v2(2), v3(3), v4(4)}(vO|vi|v2,...),
originatorinfo [0] Originatorinfo OPTIONAL,
recipientinfos Recipientinfos,
encryptedContentinfo EncryptedContentinfo{Type},
unprotectedAttrs [1] SET SIZE (1..MAX) OF Attribute OPTIONAL

}

3alumdpoBaHHOe coaepKMMoe KOHTelHepa NpeacTaBneHo B BUAE:

EncryptedContentinfo {Type} ::= SEQUENCE {
contentType OBJECT IDENTIFIER,
contentEncryptionAlgorithm Algorithmldentifier
{{ContentEncryptionAlgorithms}},
encryptedContent [0] OCTET STRING OPTIONAL
HCONSTRAINED BY {
-- 'encryptedContent’ shall be the result of encrypting DER-encoded
-- value of type — Type}
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)

Tvn  MHKancynuMpoBaHHbIX AaHHbIX Type B cootBetctBUM c 7.3  [1]
NOEeHTUOULNPOBAH Kak:

pkcs15-ct-PKCS15Token OBJECT IDENTIFIER ::= {pkcsl15-ct 1}

pkcs15-ct OBJECT IDENTIFIER ::= {pkcsi15 3}

pkcs15 OBJECT IDENTIFIER ::={iso(1) member-body(2) us(840)
rsadsi(113549) pkcs(1) pkes-15(15)}

Mpn wwncdpoBaHnn pomkeH ObiTb ucnonb3oBaH anroputm [OCT 28147-89.
AnroputM 1 napameTpbl WKdpoBaHus contentEncryptionAlgorithm ykasbiBaloT B
cootBeTcTBUM € 5.1 [7] n pasgenom 5 [5].

Moryt ©ObITb MCNOMb30BaHbl  anropuTMbl  WIMGPOBaHUS C  3aBepLuatoLLen
MMUTOBCTaBKOW:

Anroputm raMmupoBaHus ¢ obpaTHon cBa3sbio (pa3gen 4 TOCT 28147-89):

id-Gost28147-89-cbc-imm OBJECT IDENTIFIER ::=
{iso(1) member-body(2) ru(643) rans(2) infotecs(4)
algorithms(3) gost28147-89(2) cbc-imm(2) }

Anroputm rammupoBaHus (pasgen 3 FTOCT 28147-89):
id-Gost28147-89-cnt-imm OBJECT IDENTIFIER ::=

{iso(1) member-body(2) ru(643) rans(2) infotecs(4)
algorithms(3) gost28147-89(2) cnt-imm(3) }

MapameTpbl anropuTMOB C 3aBeplialoWen WMUTOBCTABKOW  yKasaHbl B
cootBeTcTBUM C 5.1. [7] n pasgen 5 [5]. S3awmndpoBaHHble gaHHbIE coaepXXaT pe3ynbTaT
3alMPPOBAHNSA KOHKaTEHUPOBAHHBLIN C WMWTOBCTABKOW, BbIYUCIIEHHONW Ha Tex e
napameTpax, YTo 1 Npu 3awmdpoBaHnNN.

B kavectBe «kmova wudpoBaHus (Key Encryption Key, KEK) wucnonb3oBaH
cummeTpuyHbin kntod TOCT 28147-89. NHdopmaumsa o Kroye WndpoBaHUsa pasMeLleHa
B CTpyKType Recipientinfo:

Recipientinfo ::= CHOICE {
ktri KeyTransRecipientinfo,
kari [1] KeyAgreeRecipientinfo,
kekri [2] KEKRecipientiInfo,
pwri [3] PasswordRecipientinfo,
ori [4] OtherRecipientinfo

}

NHdopmaums 0 wmndpoBaHuM B 3TOM Crnydae MOXeT OblTb NpeAcTaBrneHa Kak B
Buae kekri, Tak n B Buge pwri (6.2.3 1 6.2.4 [6] COOTBETCTBEHHO).

KEKRecipientinfo ::= SEQUENCE {
version CMSVersion, -- always set to 4
kekid KEKIdentifier,



}
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keyEncryptionAlgorithm KeyEncryptionAlgorithmldentifier,
encryptedKey EncryptedKey

PasswordRecipientinfo ::= SEQUENCE {

}

version CMSVersion, -- Always set to 0

keyDerivationAlgorithm [0] KeyDerivationAlgorithmIdentifier
OPTIONAL,

keyEncryptionAlgorithm KeyEncryptionAlgorithmldentifier,

encryptedKey EncryptedKey

Mpn wucnonb3oBaHun BapuaHta pwri none keyDerivationAlgorithm onuceiBaet
anropuT™M U napamMmeTpbl BbIpaboTKM KNoYa M3 napons nonb3oBaTens B COOTBETCTBUM C
pekomeHgaumsmm PKCS#5 no cxeme PBKDF2 c¢ ucnonb3oBaHunem OCT P 34.11 B
cooTtBeTcTBUM ¢ 7.1 P 50.1.111—2016.

Mpn wWundgpoBaHuKM KnNova AomKkeH OblTb ncnosib3oBaH anroputm NOCT 28147-89.
AnropuTm 1 napameTpsbl WndgpoBaHusa keyEncryptionAlgorithm ykasaHbl B COOTBETCTBUM C
5.1 [7] v pasgenom 5 [5].

3alwumcpoBaHHbIV KNtoY NpeacTaBrieH B BUAE:

Gost28147-89-EncryptedKey ::= SEQUENCE {

encryptedKey Gost28147-89-Key,
maskKey [0] IMPLICIT Gost28147-89-Key OPTIONAL,
macKey Gost28147-89-MAC

7 Obecne4yeHue LEeNoOCTHOCTU MHdopMaLum

Ons

obecneyeHuss  LEMOCTHOCTM  KMoueid  pesynbTupytollasi  CTpyKTypa

PKCS15Token nHkancynmpoBaHa B AuthenticatedData B cootBetctBun ¢ 9 [6] n E.1.3 [1]
C ucnonb3osaHuem anropytma HMAC_GOSTR3411 2012 512 no P 50.1.113—2016.

AuthenticatedData ::= SEQUENCE {

}

version CMSVersion,

originatorinfo [0] IMPLICIT Originatorinfo OPTIONAL,
recipientinfos Recipientinfos,

macAlgorithm MessageAuthenticationCodeAlgorithm,
digestAlgorithm [1] DigestAlgorithmldentifier OPTIONAL,
encapContentinfo EncapsulatedContentinfo,

authAttrs [2] IMPLICIT AuthAttributes OPTIONAL,

mac MessageAuthenticationCode,

unauthAttrs [3] IMPLICIT UnauthAttributes OPTIONAL

MessageAuthenticationCodeAlgorithm ::= Algorithmldentifier

Mcnonb3oBaH criegyowmnm ngeHTndukaTop anroputma:

MessageAuthenticationCodeAlgorithm.algorithm

= id-tc26-hmac-gost-3411-12-512
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MapameTpol HMAC_GOSTR3411 2012 512 He yKasaHbl:
MessageAuthenticationCodeAlgorithm. parameters = NULL

8 OOwan cTpyKTypa KOHTEeMHepa XpaHeHUs1 Kr4veun

B cootBetctBUM ¢ 7.3 u E [1] KOHTeWHep XpaHeHus Knoyen MoxeT ObiTb
npeacTaBneH B CTPYKTypax Tpex BUOOB:
1) Crpykrypa PKCS15Token B cootBeTCcTBUMM C [1];
2) Ctpyktypa AuthenticatedData B cootBeTcTBUM C [6], WHKancynupyoLas
cTpykTypy PKCS15Token;
3) CrtpykTypa SignedData B cooTBeTCTBUM C [6] U [8], MHKanNcynupytoLas CTPYKTypy
PKCS15Token.
CTpykTypbl BMOoB 2 M 3 UCMOMb3yT B Tex criyyasx, kKorga Heobxooumo
obecneynTb LEeNOCTHOCTb KOHTEHepa XpaHEHUS KITYen.

B cootBetcTtBum ¢ 7.3 [1] cTpykTypa PKCS15Token onpeaeneHa, Kak:

PKCS15Token ::= SEQUENCE {
version INTEGER {v1(0)} (v1,...),
keyManagementinfo [0] KeyManagementinfo OPTIONAL,
pkcs150bjects SEQUENCE OF PKCS150bjects

}

KeyManagementinfo ::= SEQUENCE OF SEQUENCE {
keyld Identifier,
keyinfo CHOICE {
recipientinfo Recipientlinfo,
passwordInfo [0] PasswordInfo

}
} (CONSTRAINED BY {-- Each keylD must be unique --})

PasswordInfo ::= SEQUENCE {
hint Label OPTIONAL,
algld Algorithmldentifier {{KeyDerivationAlgorithms}},

} (CONSTRAINED BY {--keyID shall point to a KEKRecipientinfo--})

Mpn  wncnonb3oBaHMM  NpeacTaBfieHMss  WHopMauuM B Buae pwri B
KeyManagementinfo daktnyeckn gybnupyetca mHdopMaums O WNgpoBaHMM Kro4va B
cTpyktype EnvelopedData. [aHHyt0 MHGOpPMaLMIO MOXHO OMUMOHANIbHO WCMONb30BaTh
anga Bblbopa u npefBapuTENbHOM MPOBEPKU Naposia B TOM Clyyae, ecnv Ans pasHbiX
00BHEKTOB MCMOMb3YOT pa3Hble Napornw.

Mpn ncnonb3oBaHun npeactaBneHns kekri noeHTudunkaTopbl B Tabnuvue Kroven
keyld obecneumBaloT 0OQHO3HAYHOE COMOCTaBIIeHME NapamMeTpoB BblpabOTKM NapOsibHOro
Krntoya u Kroya, 3awmndpoBaHHOro Ha gaHHoMm napone B ctpyktype KEKRecipientinfo.

10
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NMpunoxeHue A
(cnpaBoYHOe)

ASN.1 moaynb KOHTEMHepa XpaHeHUA Kno4ven

PKCS15-GOST-v2-0
DEFINITIONS IMPLICIT TAGS ::=

BEGIN
IMPORTS

AuthenticatedData, SignedData
FROM CryptographicMessageSyntax2004 { iso(l) member-body(2) us(840) rsadsi(113549)
pkcs (1) pkes-9(9) smime (16) modules (0) cms-2004 (24) }

PKCS15Token, PrivateKeyObject, PublicKeyOperations, PublicKeyObject, ObjectValue,
Operations, SecretKeyObject, SubjectPublicKeyInfo, KeyInfo
FROM PKCS-15 {iso(l) member-body(2) us(840) rsadsi(113549) pkcs(l) pkcs-15(15)
modules (1) pkcs-15(1)}

ALGORITHM-IDENTIFIER, 1d-PBKDF2, PBKDF2-params
FROM PKCS5v2-0 {iso(l) member-body(2) us(840) rsadsi(113549) pkcs(l) pkcs-5(5)
modules (16) pkcs5v2-0(1)}

GostR3410-2001-ParamSetParameters
FROM GostR3410-2001-ParamSetSyntax { iso(l) member-body(2) ru(643) rans(2)
cryptopro(2) other(l) modules(l) gostR3410-2001-ParamSetSyntax (12) 1 }

1d-GostR3410-2001-TestParamSet, 1d-GostR3410-2001-CryptoPro-A-ParamSet,
1d-GostR3410-2001-CryptoPro-B-ParamSet, i1d-GostR3410-2001-CryptoPro-C-ParamSet,
1d-GostR3410-2001-CryptoPro-XchA-ParamSet, 1d-GostR3410-2001-CryptoPro-XchB-ParamSet
FROM GostR3410-2001-PKISyntax { iso(l) member-body(2) ru(643) rans(2)
cryptopro (2) other(l) modules(l) gostR3410-2001-PKISyntax(9) 1 }

1d-Gost28147-89-CryptoPro-KeyWrap
FROM GostR3410-EncryptionSyntax { iso(l) member-body(2) ru(643) rans(2)
cryptopro (2) other(l) modules(l) gostR3410-EncryptionSyntax(5) 2 }

1d-Gost28147-89, id-Gost28147-89-TestParamSet, 1d-Gost28147-89-CryptoPro-A-ParamSet,
1d-Gost28147-89-CryptoPro-B-ParamSet, 1d-Gost28147-89-CryptoPro-C-ParamSet,
1d-Gost28147-89-CryptoPro-D-ParamSet, id-Gost28147-89-CryptoPro-Oscar-1l-1-ParamSet,
1d-Gost28147-89-CryptoPro-Oscar-1-0-ParamSet, i1d-Gost28147-89-CryptoPro-RIC-1-ParamSet,
Gost28147-89-1IV
FROM Gost28147-89-EncryptionSyntax { iso(l) member-body(2) ru(643) rans(2)
cryptopro (2) other(l) modules(l) gost28147-89-EncryptionSyntax(4) 1 }

Gost28147-89-ParamSetParameters
FROM Gost28147-89-ParamSetSyntax { iso(l) member-body(2) ru(643) rans(2)
cryptopro (2) other(l) modules(l) gost28147-89-ParamSetSyntax(6) 1 }

11
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—-— OID-m

id-tc26 OBJECT IDENTIFIER ::=
{ iso(l) member-body(2) ru(643) std-org(7) tc26(l) }

id-tc26-algorithms OBJECT IDENTIFIER ::=
{ id-tc26 algorithms (1) }

id-tc26-digest OBJECT IDENTIFIER ::=
{ id-tc26-algorithms digest(2) }

id-tc26-gost3411-12-512 OBJECT IDENTIFIER ::=
{ id-tc26-digest gost3411-12-512(3) }

id-tc26-mac OBJECT IDENTIFIER ::=
{ id-tc26-algorithms mac(4) }

id-tc26-hmac-gost3411-12-512 OBJECT IDENTIFIER ::=
{ id-tc26-mac hmac-gost3411-12-512(2) }

id-tc26-constants OBJECT IDENTIFIER ::=
{ 1id-tc26 constants (2) }

id-tc26-sign-constants OBJECT IDENTIFIER ::=

{ 1id-tc26-constants sign-constants(l) }

id-tc26-gost3410-12-512-constants OBJECT IDENTIFIER ::=
{ 1id-tc26-sign-constants gost3410-12-512-constants (2) }

id-tc26-gost3410-12-512-paramSetTest OBJECT IDENTIFIER ::=
{ id-tc26-gost3410-12-512-constants paramSetTest (0) }

id-tc26-gost3410-12-512-paramSetA OBJECT IDENTIFIER ::=
{ 1d-tc26-gost3410-12-512-constants paramSetA (1) }

id-tc26-gost3410-12-512-paramSetB OBJECT IDENTIFIER ::=
{ id-tc26-gost3410-12-512-constants paramSetB(2) }

id-tc26-cipher-constants OBJECT IDENTIFIER ::=

{ id-tc26-constants cipher-constants(5) }

id-tc26-gost-28147-constants OBJECT IDENTIFIER ::=
{ id-tc26-cipher-constants gost-28147-constants (1) }

id-tc26-gost-28147-param-Z OBJECT IDENTIFIER ::=
{ id-tc26-gost-28147-constants param-Z (1) }

id-infotecs-gost28147-algorithms OBJECT IDENTIFIER ::=
{ 1is0o(1l) member-body(2) ru(643) rans(2) infotecs(4) algorithms(3) gost28147-89(2) }

12
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1d-Gost28147-89-cbc-imm OBJECT IDENTIFIER ::=
{ id-infotecs-gost28l47-algorithms cbc-imm(2) }

1d-Gost28147-89-cnt-imm OBJECT IDENTIFIER ::=
{ id-infotecs-gost28l47-algorithms cnt-imm(3) }

—- KonrerHepr PKCS15-GOST

PKCS15-GOST-Token ::= PKCS15Token (CONSTRAINED BY {

-- 1. Pazpesr 7.2, 7.3 m E.1.2 B "PKCS #15 vl.1l: Cryptographic Token Information
-= Format Standard".

-- 2. B crpyxrype 'PathOrObjects' DOJDXHH MCIOJIE30BATHCS BapmMaHTH 'objects' wmim
—-- 'direct-protected' (mna OTKPEHTHEX ¥ 3aIMOPOBAHHEIX OOBEKTOB COOTBETCTBEHHO) .

-- 3. Bce ccruiku Ha 'ContentEncryptionAlgorithms' noJspkHEI OHITH 3aMEHEHE! Ha

-= ‘ContentEncryptionAlgorithmsGost"'.

—-— 4. Bce ccruiku Ha 'KeyDerivationAlgorithms' nospxHel OBITH 3aMEeHEHE! Ha

-= 'KeyDerivationAlgorithmsGost'.

-- 5. Bce ccruiku Ha 'KeyEncryptionAlgorithms' noJspxHel OBITH 3aMEHEHE! Ha

-= 'KeyEncryptionAlgorithmsGost'.

-- 6. B crpyxrypax 'RecipientInfo' ZIOJIKHBEI MCIOJB30BATBLCS TOJBKO BapmaHTH 'kekri'
-= n 'pwri'.

—-— 7. Bce ccruiku Ha 'PrivateKeyType' nmoiokHel OBITH 3aMeHeHBE Ha 'PrivateKeyTypeGost'.

|
|
e

Bce ccruiku Ha 'PublicKeyType' moipkHe! OBITH 3aMmeHeHH Ha 'PublicKeyTypeGost'.

—-— 9. Bce ccruiku Ha 'SecretKeyType' noJoxHEI OBITH 3aMeHeHHl Ha 'SecretKeyTypeGost'.

PKCS15-GOST-AuthenticatedToken ::= AuthenticatedData (CONSTRAINED BY {

-- 1. Paszmener 7.3 m E.1.3 B "PKCS #15 v1.1l: Cryptographic Token Information

-= Format Standard".

—-- 2. Bce ccruiku Ha 'PKCS15Token' nmospkHel OBITH 3aMeHeHE Ha 'PKCS15-GOST-Token'.

-- 3. Bce ccruiky Ha 'KeyEncryptionAlgorithms' nospkxHE! OHITB 3aMeHEHH! Ha

-- 'KeyEncryptionAlgorithmsGost'.

-- 4. Bce ccruiky Ha 'DigestAlgorithms' nmospkue! ObTh 3aMeHeHH Ha 'DigestAlgorithmsGost'.

-- 5. Bce ccruiky Ha 'MACAlgorithms' mospxHe! OblTb 3aMeHeHEl Ha 'MACAlgorithmsGost'.

PKCS15-GOST-SignedToken ::= SignedData (CONSTRAINED BY {

-- 1. Pasmen 7.3 B "PKCS #15 vl1.1: Cryptographic Token Information Format Standard".
-- 2. "Merommueckme pekoMeHmauum TK 26. Jcnosmbz3oBaHue anropurMmo I'OCT 28147-89,

-- TOCT P 34.11 m I'OCT P 34.10 B xpunrtorpadpmueckmux coobmeHmax ¢opmaTta CMS”.

—-— 3. Bce ccrutku Ha 'PKCS15Token' mojpkHBEl OBITH 3aMeHeHH Ha 'PKCS15-GOST-Token'.

—— Twunel gjsa PKCS15-GOST

—— OID-Bl M HabOpPHl NapaMeTpOoB

GostSecretKeyAlgs OBJECT IDENTIFIER ::= ({
id-Gost28147-89,

13
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Gost28147-89-ParamSets OBJECT IDENTIFIER ::= {
Gost28147-89-CryptoPro-ParamSets |
Gost28147-89-TC26-ParamSets

Gost28147-89-CryptoPro-ParamSets OBJECT IDENTIFIER ::= {
id-Gost28147-89-TestParamSet | -- Only for testing purposes
1id-Gost28147-89-CryptoPro-A-ParamSet
1d-Gost28147-89-CryptoPro-B-ParamSet
1id-Gost28147-89-CryptoPro-C-ParamSet
1id-Gost28147-89-CryptoPro-D-ParamSet
1d-Gost28147-89-CryptoPro-Oscar-1-1-ParamSet |
1d-Gost28147-89-CryptoPro-Oscar-1-0-ParamSet |
1d-Gost28147-89-CryptoPro-RIC-1-ParamSet

Gost28147-89-TC26-ParamSets OBJECT IDENTIFIER ::= ({
id-tc26-gost-28l47-param-Z,

Gost3410-2001-ParamSets OBJECT IDENTIFIER ::= ({
1id-GostR3410-2001-TestParamSet | -- Only for testing purposes
1d-GostR3410-2001-CryptoPro-A-ParamSet |
1d-GostR3410-2001-CryptoPro-B-ParamSet |
1d-GostR3410-2001-CryptoPro-C-ParamSet |
1d-GostR3410-2001-CryptoPro-XchA-ParamSet |
1d-GostR3410-2001-CryptoPro-XchB-ParamSet,

Gost3410-2012-ParamSets OBJECT IDENTIFIER ::= ({
id-tc26-gost3410-12-512-paramSetTest | -- Only for testing purposes
id-tc26-gost3410-12-512-paramSetA |
id-tc26-gost3410-12-512-paramSetB,

ContentEncryptionAlgorithmsGost ALGORITHM-IDENTIFIER ::= ({
{ Gost28147-89-Parameters IDENTIFIED BY id-Gost28147-89 } |
{ Gost28147-89-Parameters IDENTIFIED BY id-Gost28147-89-cbc-imm } |
{ Gost28147-89-Parameters IDENTIFIED BY id-Gost28147-89-cnt-imm },

KeyDerivationAlgorithmsGost ALGORITHM-IDENTIFIER ::= ({
{ PBKDF2-Gost3411-2012-512-params IDENTIFIED BY id-PBKDF2 },

KeyEncryptionAlgorithmsGost ALGORITHM-IDENTIFIER ::= ({

14



P 50.1.110—2016

{ Gost28147-89-KeyWrapParameters IDENTIFIED BY id-Gost28147-89-CryptoPro-KeyWrap },

DigestAlgorithmsGost ALGORITHM-IDENTIFIER ::= {
{ NULL IDENTIFIED BY id-tc26-gost3411-12-512 },

MacAlgorithmsGost ALGORITHM-IDENTIFIER ::= {
{ NULL IDENTIFIED BY id-tc26-hmac-gost3411-12-512 },

Gost28147-89-Parameters ::= SEQUENCE {
iv Gost28147-89-1V,
encryptionParamSet OBJECT IDENTIFIER (Gost28147-89-ParamSets)

PBKDF2-Gost3411-2012-512-params ::= PBKDF2-params (CONSTRAINED BY {
—-- PexomMeHpmauyy no cranmaprmsauyy P 50.1.111-2016 " VlubopMaALIMOHHAS TEXHOJIOTMUS .
—-— Kpunrorpabduueckasa zaumra mHOopMaumm. [laposibHas 3ampTa KJoY4eBOM MHOopMauyvm’”

1)

Gost28147-89-KeyWrapParameters ::= SEQUENCE {
encryptionParamSet OBJECT IDENTIFIER (Gost28147-89-ParamSets),
ukm OCTET STRING (SIZE (8)) OPTIONAL

—— 3BaKpPBITEIL KJIOY

PrivateKeyTypeGost ::= CHOICE ({
privateGostR3410-2012Key
[27] PrivateKeyObject {PrivateGostR3410-2012KeyAttributes},

PrivateGostR3410-2012KeyAttributes ::= SEQUENCE {
value ObjectValue {GostR3410-2012PrivateKey},
keyInfo KeyInfo {GostPrivateKeyParameters, PublicKeyOperations} OPTIONAL,

GostR3410-2012PrivateKey ::= GostR3410-2012-KeyValueMask
GostR3410-2012-KeyValueMask ::= OCTET STRING (CONSTRAINED BY ({
-- PexoMeHpauum no craHmaptusaumum P 50.1.112-2016 " lHOpMaLMOHHAaS TEXHOJIOTMA.

-- Kpunrorpa¢uueckasa szammTa MHPopMaluy. TPaHCIOPTHED KJIOUEBOM KOHTeMHep”

b

GostPrivateKeyParameters ::= CHOICE ({
gostR3410-2012ParamSet OBJECT IDENTIFIER

15
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(Gost3410-2001-ParamSets | Gost3410-2012-ParamSets),
privateKeyParamSet [0] GostR3410-2001-ParamSetParameters,

—— OTKPBITEI KJIOY

PublicKeyTypeGost ::= CHOICE ({
publicGostR3410-2012Key
[27] PublicKeyObject {PublicGostR3410-2012KeyAttributes},

PublicGostR3410-2012KeyAttributes ::= SEQUENCE ({
value ObjectValue {GostR3410-2012PublicKeyChoice},
keyInfo KeyInfo {GostPrivateKeyParameters, PublicKeyOperations} OPTIONAL,

-—- For future extensions

GostR3410-2012PublicKeyChoice ::= CHOICE ({
raw GostR3410-2012Point,
spki SubjectPublicKeyInfoGost,

GostR3410-2012Point ::= GostR3410-2012-PublicKey
GostR3410-2012-PublicKey ::= OCTET STRING (CONSTRAINED BY ({
—-— PexoMeHpmaumum o craHmapTusaumm P 50.1.112-2016 " VlHbopMaLMOHHASA TEXHOJIOTMA.

—-- Kpunrorpad¢muueckas zammra MHOoOpMalLMM. TPaHCHOPTHEI KJIOUEBOM KOHTelMHep”

b

SubjectPublicKeyInfoGost ::= SubjectPublicKeyInfo (CONSTRAINED BY {

—- MetTomudeckmue pexoMmeHnmaumum TK 26 "TexHmueckas cHeuMdukalums MCIOJIL30BAHMA aJIlOPUTMOB
-— T'OCT P 34.10, TOCT P 34.11 B mpooduiye ceprupmkaTa ¥ CIOMUCKE OT3HBA CEPTUOMUKATOB

—-- (CRL) wmHOPacCTPYyKTypPhl OTKPHTHEIX kiodel X.509” (nmpoekT)

b

—-— Secret Keys

SecretKeyTypeGost ::= CHOICE ({

gostKey [27] GostSecretKey,
}
GostSecretKey ::= SEQUENCE ({

keyTypeGost OBJECT IDENTIFIER (GostSecretKeyAlgs),
keyAttr SecretKeyObject {GostSecretKeyAttributes}

GostSecretKeyAttributes ::= SEQUENCE {
value ObjectValue {Gost28147-89-KeyValueMask},

16
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keyInfo KeyInfo {GostSecretKeyParameters, SecretKeyOperations} OPTIONAL,

Gost28147-89-KeyValueMask ::= OCTET STRING (CONSTRAINED BY {
—-- PexomMeHpaumm no craumaptmsauyy P 50.1.112-2016 " VubopMaLIMOHHAS TEXHOJIOTMS.

—-— Kpunrorpaduueckasa zaumTa mHOopMauum. TPAHCIOPTHED KJIOUEBOM KOHTeMHep”

})

GostSecretKeyParameters ::= CHOICE {
cryptoProParamSet OBJECT IDENTIFIER (Gost28147-89-ParamSets),
secretKeyParamSet [0] Gost28147-89-ParamSetParameters,

SecretKeyOperations ::= Operations

END
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NMpunoxeHue b
(cnpaBoYHOe)

KOHTpOnbHLIN npumep

B pQaHHOM npumepe npuBedeHO 3HaYeHWEe KOHTEWHepa XpPaHEHUs KITo4en,

coepaLlero:
HavyanbHoe 3anonHeHne OCY;

— KOpPHEeBOM cepTugukar;

— CMUCOK OT3bIBQ;

— cepTudukaT nonb3osaTtensd 1;

— 256-pa3psaHbli 3aKpbIThIN KoY nonb3osatens 1;
— 256-paspsaHbli 3aKpbIThIN KIHOY NONb3oBaTenNs 2;
— OTKPbITbIM KoY NONb3oBaTens 2;

— 512-pa3pagHbin 3akpbITbIN KNKOY Nosib3oBaTens 3;
— OTKPbITbIM KoY nonb3oBartens 3;

— CeKpeTHble NPOU3BOSIbHbIE AAHHbIE;

— OTKpbITbl€ NMPON3BOJIbHbIE JaHHbIE.

Ons 3alWmTbl CEKpeTHbIX [OaHHbIX W obecneyeHust LIENOCTHOCTM KOHTelHepa

ncnonb3oBaH naponb «123» (LwecTHaguaTepuyHoe npencrasneHne — 31 32 33).
3HayeHune KOHTENHepa XpaHeHus Krtouen (MHKanCcynMpoBaHHOTO
AuthenticatedData) B Base64 npegcraBneHuu:

MIIYHQIBADFZ0olcCAQQWBgQEAAAABTAeBgcqhQMCAgOBMBMGBYqFAWICHWEECMkmMzZz2Ug2nEBCow
KAQglF48CCMbv0pg9T9/Y/Qed0XWT1FjVuMwUvv50MLVSOSEBLT50T8wCgY IKoUDBWEBBAKhCGY T
KoUDBwWEBAgMwghbzBgoghkiGOwOBDwWMBoOI IW4wSCFt8wghbbAgEACE4wTAQEAAAABaBEMEIGCSQG
SIb3DQEFDDA1BCBOuu6gvst3Xk7JurUuAUqg7t/wloAUU2qO9BvLAVvTT4wICBIACASAWCGY IKoUD
BwEBBAIwghaEp4 IBbaCCAWMhQDAWDBFGYWNOb3ItVFMgdmVyc2lvbgMBADANBgsrBgEEAegAg3cB
A6EXBgsrBgEEAegAg3cBAGAIMAYCAQSAAQChggEJMBCMEVIhbmRvbSBJIbml 0 IFZhbHV1AwIGwDAN
BgsrBgEEAegAg3cBAaGB+AYLKwWYBBAHOAIN3AQGigegCAQIxWaJXAgEEMAYEBAAAAAUWHgYHKoOUD
AgINATATBgcghOMCAh8BBAjwhgCKtBda9wQgMCgEIPNZz0k0I3XVpi3jbijB8kPBO4kTd7qyIgzty
kh20VUyMBARLZ1i5YMIGHBgkghkiGOwOBBWEWHWYIKOUDAGQDAGIWEWQI16gxLDKO9rIAGBygFAWIC
HwGAWV7DW7JkvgEJHYWB2C+3ek2Jqg0Ak304gizLLvHh1X6WwISXbAWAWAHCEF2xV7avV0ukvCrmgzZg
TpVrX8/15Gzvc81li30W5ridI3w3TkperiLtxyxFDoFxYGujhpYID/aCCA/kwggP1MBsSMF1Jvb3Qg
02VydGlmaWNhdGUgb2YgQOEDAQAWCQQEAAAAAQER/ 6GCA8MgggK5MI ICaKADAGECAhAHSLYFkOTF
mO0xPD+cEmJyoMAgGBigFAWICAZBO6MSMwWIQYJKOoZIhveNAQkBFhRtaXZhbm92Q0GZhY3RveilOcyby
dTELMAkKGA1UEBhMCU1UxDzANBgNVBACTBk1vc2NvdzESMBAGAIUEChMJIQ3J5cHRVUHIVMQ4wDAYD
VOOLEWVQcm9tbzERMASGAIUEAXMITWE4aW0gVUMwHhcNMT IwMz IxMT I zOTMA4WhcNMTcwMz IxMTIO0
NJEyWjBOMSMwIQYJKoZIhvcNAQkBFhRtaXZhbm92Q0GZhY3RvcilOcy5ydTELMAkKGAIUEBhMCUL1Ux
DzANBgNVBACTBk1vc2NvdzESMBAGAIUEChMJQ3J5cHRVUHJIVMQ4wDAYDVQQOLEWVQcm9tbzERMASG
A1UEAXMITWF4aW0gVUMwYzAcBgYghQMCAhMwEgYHKOUDAQGI JAQYHKOUDAgIeAQNDAARAL 8vdQt+A
KBOymRFka+E4EgIfboNfszWxSBXgQ812JG2NcFIQuGFHQM/ iMUSUUTNVzy07JEAZIy/XnfRCGMTd
nKOBxzCBxDALBgNVHQ8EBAMCAYYwDwYDVROTAQH/BAUWAWEB/ zAdBgNVHQ4EFgQUw5S5msLvj2/PBi
LIgANd/aYygX7+0wcwYDVROfBGwwajBooGagZIYwaHROcDovL3ZvZW5tZWgtZDBmMjg2YS9DZXJ0
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P 50.1.110—2016

RW5yb2xsL01heGltITIwVUMuY3JshiBmaWx10i8vXEFx2b2VubWVoLWQOwZjI4NmFcQ2VydEVucm9s
PFxXNYXhpbSBVQy5jcmwwEAYJKwYBBAGCNxUBBAMCAQAWCAYGKOUDAGIDAOEAWXTg/ChvhJy6+iTt
06VRRJIfU4kzZ0wtSeufgbUxyYuqqV2+vadqJFLwWZ8Zazny/xceUSZsvriWTky9XtqgO0Hz4rTB6MSMw
IQYJK0oZIhvcNAQkBFhRtaXZhbm920GZhY3Rvecil0cy5ydTELMAKGALIUEBhMCULUxDZANBgNVBACT
Bklvc2NvdzESMBAGAIUEChMJQ3J5cHRVUHJIVMQ4wDAYDVQQLEWVQcmOtbzERMASGALIUEAXMITWE 4
aW0gVUOgfDBOMSMwIQYJKoZIhveNAQkBFhRtaXZzhbm92QGZhY3Rvcil0cy5ydTELMAKGAIUEBhMC
UlUxDzANBgNVBAcCTBk1vc2NvdzESMBAGALIUEChMJQ3J5cHRVUHIVMQ4wDAYDVQQLEWVQcmOtbzER
MA8GALUEAXMITWEF4aWO0gVUMCEAdIusWQ6sWbTE8PSwSYnKinggN4oIIDAKGCASAWEAWLQ1IMIGZy
b20gQ0EDAQAWDQYLKwYBBAHOAIN3AQKhggNLBgsrBgEEAegAg3cBAqCCAZowggM2BAQAAAABOHWW
eJEJMCEGCSgGSIb3DQEJARYULW12YWS5vdkBmYWNOb3TtdHMucnUxCzAJBgNVBAYTAL1JVMQ8wDQYD
VOQHEWZNb3Njb3cxEjAQBgNVBAOTCUNyeXB0b1BybzEOMAWGALUECXMFUHJVDOWEXETAPBgNVBAMT
CElheGltIFVDMIICrjCCAl10CAQEWCAYGKOUDAgIDMHOoxIZzAhBgkaghkiGOwOBCQEWFGlpdmFub3ZA
ZmFjdG9yLXRzLnJ1IMQOswCQYDVQQGEWJISVTEPMAOGALIUEBXMGTWOzY293MRIWEAYDVQQKEwW1Dcnlw
dG90Qcm8xDjAMBgNVBASTBVByb2 1vMREWDWYDVQQODEWhNYXhpbSBVQOxcNMTIWNTE 1MDkxMDA2WhcN
MTIwNTIyMjEzMDA2W]CBgTAPAGphBNZNAARAAAAASFWOxM]AIMDIXMTQxM]daMAwwCgYDVROVBAMK
AQUWKQIKYRBfpgAAAAAABXCNMTIWNTAYMTEZODIWWjAMMAOGA1UdFQQODCgEFMCkCCmHPpQgkAAAAA
ABEXDTEyMDUwWM]ExMzgwNVowDDAKBgNVHRUEAWOBBaCCAS4wggEqQMB8GA1UdIwQYMBaAFMOZrC74
9vzwYiyKgDXf2mMoF+/tMBAGCSsGAQQOBY]j cVAQQODAGEAMAOGAIUJFAQDAGEFMBWGCSSGAQQBgjcV
BAQPFwOxMjA1M]jIwOTIwMDZaMIHKBgkrBgEEAYI3FQ4EgbwwgbkwgbaggbOggbCGgalsZGFw0Oi8v
LONOPU1lheGltJTIwVUMsQ049dm91bml1aClkMGYyODZhLENOPUNEUCxDTj1QdWJIsaWMIMjBLZXk1
M3BTZXJ2aWN1lcyxDTj1TZXJ2aWN1lcyxEQz1VbmF2YW1sYWIsZUNvbmZpZ0ROP2N1cnRpZml jYXR1
UnV2b2NhdGlvbkxpc3Q/YmFzZT9vYmplY3RDbGFzcz1jUkxEaXNOcmlidXRpb250b21udDAIBgYg
hQMCAgMDQQBwt kKKmuMFgp5/W5eharGE+/g35/LNAGMCkuhTg49R9Ti kDDfGnTxLaqww6oQwLfwI1
AneIOgME/Wfsm5Kwg6tXoIICJIJ6CCAIO7ggI fMCMMHVBYaXzhdGUgS2V5IGOmMIEFuZHJI1eSBGZWRY
dG92AwIHgDAxXBAQAAAACAWMGZEADAGXgGASyMDEyMDUXODEXMDMWMEFqADZz IWMTMwNTE4MTEXMj Aw
WgCBVTCBUjEJMCEGCSgGSIb3DOEJARYUZMVkb3RvAkBmYWNOb3ItdHMucnUxCzAJBgNVBAYTALJV
MRUwWEWYDVQQHHgWEHAQ+BEEEOgQYBDAXGZAZBgNVBA0oeEgQkBDAEOgRCBDAEQAALBCIEITERMASG
AlUECx4IBCIENQRBBEIxPzA9BgNVBAMeNgQkBDUENAQ+BEIEPgQYACAEEAQIBDQEQAQIBDKATIAQS
BDSEMAQOBDgEPAQ4BEAEPGQYBDGER6GCAQO1gfUCAQIxWaJXAGEEMAYEBAAAAAUWHGYHKOUDAGIN
ATATBgcghQMCAh8BBAj+eDWEtOAlsQQOgMCgEICD1UBEQHL tnpiNOSNa4Q2donXwzJOrnMuG70VxM
72DI9BATXFOf1MIGUBgkghkiGIO9wOBBWEWHWY IKOUDAgGQDAGIWEWQItAO25Kp0vQkGBygqFAWICHWGA
ZkavznRD37azfHnu+crVVbSwVsPlv8YGzYFg48u/AbSmWeuFfP7gJ5s4tfhIBKWBThkn8VijonlJo
SOhZUaS2DetnIUBQP2696DGiUNMQOsSGBGXnEOSyasz3C/S0jGdz05106yxhk28DAIBgcghQMCAIMB
PIIFQQCCBT4wggU6MCIMHUN]1cnRpZml jYXRIIGIMIEFuZHJ1eSBGZWRVAGI2AWEAMAYEBAAAAAKA
ggUKOIIDvzCCA26gAWIBAGIKYUp2 IgAAAAAAHTAIBGYQhQMCAgMwe JEJMCEGCSQGSIb3DQEJARYU
PW12YW5vdkBmYWNOb3TItdHMucnUxCzAJBgNVBAYTAL1JIJVMQ8wDQYDVQQHEWZNb3Njb3cxEjAQBgNV
BAOTCUNyeXB0b1BybzEOMAWGAlUECXMFUHJVOW8 XxETAPBgNVBAMTCE1heGl1tIFVDMB4XDTEyMDUX
ODExMDMwMFoXDTEzMDUxODExXMTIwMFowgboxIzAhBgkghkiGOwOBCQEWFGZ1Z2G90b3ZAZmEFjdGOy
LXRzLnJ1MQswCQYDVQQGEwJSVTEVMBMGA1UEBx4MBBWEPGRBBDOEMgQWMRsWGQYDVQQKHhIEJAQwW
BDOEQgQ+BEAALQQiBCEXETAPBgNVBAseCAQiBDUEQQRCMT8wWPQYDVQQODHIYEJAQIBDQEPgRCBD4E
MgAgBBAEPQQOBEAENQQSACAEEgQ7BDAENAQ4BDWEOARABD4EMgQ4BECWwYZzACcBgYqhOMCAhMWEgYH
KoUDAgIjAQYHKoUDAgIeAQNDAARAT7ZIDZgAQEbmsMmgoVnaVOkuxHyJmgvxTzJHKagoUMGcnalND
0eKTFkshABKJR81G+SFEIVEIpOXmF4VzdZ1kTqOCAZEWggGNMA4GA1UADWEB/wQEAWIES8DATBgNV
HSUEDDAKBggrBgEFBQgCAJAIBGNVHQ4EFgQUULitDEVDDeX23717dzs9+R1p/ zkwHwYDVROJBBgw
FoAUwSmsLvj2/PBiLIgANd/aYygX7+0wdQYDVROfBG4wbDBqoGigZoYwaHROcDovL3ZvZW5tZWgt
ZDBmMJjg2YS9DZXJORWSyb2xsL01heGltITIwVUMuY3JshjImaWx1l0i8vXEFx2b2VubWVoLWQwZjI4
NmFcQ2VydEVucm9sbEFxNYXhpbSUyMFVDLmNybDCBrgY IKwYBBQUHAQEEgaEwgZ4wTAY IKwYBBQUH
MAKGQGhOdHAGLYy92b2VubWVoLWQwWZ jI4NMEvQ2VydEVuUucm9sbCO2b2VubWVoLWQwWZ j I4NmF £ TWEF4
aW01MjBVQy5jcnQwTgY IKwYBBQUHMAKGOMZpbGU6LY IcXHZVZWS t ZWgt ZDBmM] g2YVxDZXJORWS y
b2xsXHZVZW5tZWgt ZDBmM] g2 YVINYXhpbSUyMFVDLMNydDAIBGYghQMCAGMDQQOBx2yNnJZzJ0IYq
yR3ZnarIUbypLLrO0gvP0js8MgXenLzU0itibsbAKGFCifs+KbcteUyGICOzzyno2A02i8fXkMIG6
MSMwIQYJKoZIhvcNAQkBFhRMZWRvAGO2Q0GZhY3Rvecil0cyS5ydTELMAKGALIUEBhMCULIUXFTATBgNV
BAceDAQcBD4EQQQ6BDIEMDEDMBkGALIUECh4SBCQEMAQ6BEIEPGRAACOEIGQhMREWDWYDVQQLHggE
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IgQ1BEEEQJE/MDOGA1UEAXx42BCQENQQOBD4EQgQ+BDIATIAQQOBDOENARABDUEOQAGBBIEOWQWBDQR
OAQ8BDgEQAQ+BDIEOARHOHWWe JEJMCEGCSgGSIb3DQEJARYUDLW12YWS5vdkBmYWNOb3ItdHMucnUx
CzAJBgNVBAYTA1JVMQ8wDQYDVQQHEWZNb3Njb3cxEjAQBgNVBAOTCUNyeXB0b1BybzEOMAWGALUE
CxMFUHJVvbW8XETAPBgNVBAMTCE1lheGltIFVDAgphSnYiAAAAAAAJOIIBQKCCATy7ggE4MB8MGUS1
dyBHZW51cmFO0ZWQgUHIpdmF0ZSBLZXkDAgeAMA4EBAAAAAMDAGUgAWIFAKGCAQOigfUCAQIxWadX
AQEEMAYEBAAAAAUwWHGYHKOUDAGINATATBgcghQMCAh8BBAGVEDWwYK241mAQqMCgEIHTaHgSIEbop
HCO9V/0zdoi1JxJ5+2M4+sBjZypmOFsn5SBASONnwOMIGUBgkghkiGOwOBBWEWHWY IKOUDAGQDAGIwW
EwQI+cwk4g5mKEKGBYgqFAWICHWGAZJrP51hTaeVIGh1M1SLpQ/ /xh9wQbgm9ONJI2r ZDRXmopNTNTD
m4rhVisgOmoxfzZmsYdiIwntBYxv02zplgdpsXF8emiw8NUGnMyRH4k1BLOvNdghwv9ord/Vrao/+
NXBBYC4722pNYjAIBgcqhQMCAIMCOYGSoIGPU4GMMCOMKFR1 YmxpY yBLZXkgZm9yIE51dyBHZWS1
cmF0ZWOgUHIpdmF0ZSBLZXkDAQAWCGQEAAAAAWMCAQKhT6BCBEAei879fIJXoTxHIWhSgWP1byz4k
iTrekVmZ 6ydbo6+vHATVjWwyomTTiubNB1OMdntBXmRUC+kjAqf06vplzfZLMAKGBygFAWICIWKg
ggHBoIIBvbUCAbkwGQWTINTEyLWIpdCBwcml2YXR1IGt1eQMCB4AWMAQEAAAABAMCBSADAgXgGA8yY
MDEzMTAyMjEyMTQzM1gADz IwMTQxMDE 4Mj IwMDAWWQGCAW1 1 ggFXAgECMVMiVwIBBDAGBAQAAAAF
MB4GBygFAWICDQEWEWYHKOUDAGI fAQQIQ116v0b62SQEKJAOBCCG/ACAYQCXxLWULXxpO4Nz /6w 7vP
DCapFcCevwQfDfWx7QQE42g82DCBO9gYJKoZIhveNAQcBMB8GCCqQFAWIEAWICMBMECPi1cO7kvILE
BgcghQMCAh8BgIHHSAzZMW3SKRLx1gyLSz2irGpx0zHh+Q04jr6JwtFcLLvOh2NbrtxUruxWAnOjDc
CpROkJI5s41i1nP5ZRF+gKw8Z0VLKcYme2GzZPt1la+1LjZz2avVI1JQ19kQh3kbG8IMPbzZyYN2StXS
9TTPVS0oGAG6BUXa+xZcbgg3WroEKO8GnD8ESrfZc3ZmjeubxOu+JkIFH/610MIXJbCU7178N8BCTC
EVzP+8xJ8vJ0T4Kn/EmlxNQzpCUsrcfTXmZ31xS1KgnxQS172zA2sTALBgkghQMHAQIBAGChgfOg
gfC79e0wIwwiUHVibGljIGt1leSBmb3IgNTEYLWIpdCBweml 2YXR1IGt1eQMBADASBAQAAAAEAWIR
AhgPMjAxMzEwWM]j IxMjEOMzNagA8yMDEOMTAxODI yMDAWMFghgZOggYMEgYAP6sVXoKYw7qylOhzL
yUhtweEAjcubrcm3f4v+1DLBO0gnahQlAjRwXIaxTNJR+pEDMJI6SbrboFWPWdkAkrSzkeC988Zpng
6SUXE+Ge+P6s0TsmlBoIuszncdADIKBnNnNgTtKHshB5AycqgoYOLrDvVErnCoi2+7KuLFfEtsaoXT5
AzALBgkghQMHAQIBAGCNnggEgoI IBHKGCARGWEFQWPVGOWLXN1Y3J1dCBEYXRhAWIGWDANBgsrBgEE
AegAg3cBBKGB7wYFKYNIVVKigeUCAQIxWaJXAGEEMAYEBAAAAAUWHGYHKOUDAGINATATBgcqhQMC
Ah8BBAiRUP442GHxSQQGMCgEIEreeRUx8RT4pxDjbItscBL+VEX+kwelgHN+KMPOC2x1BASMXaf0
MIGEBgkghkiG9wOBBWEwWHWYIKOUDAgGQDAGIWEWQIVhCwclAB2HCGBYygFAWICHWGAVrSgjIpwdcal
sbCdixi7o0aliKz6wtb3GlpfDad 9FRGGAIIvrUdfXXEocym83zZXIUyoQupvaCU3SGkzIJSUKYESL/
Gh1IN6MXICVU]j5Xgo9gY7dT+Ns21lsp2ugaaFnMBEMC1BlYmxpYyBEYXRhAwWIGQDANBgsrBgEEAegA
g3cBBKEDBgYphX2DMAGgOQQ3VGhpcyBpcyBzb211IGO9wZW4gZGEF0YS4gVGhlcecmUncyBubyBuZiWwvk
THRvIGVUY3J5cHQgaXQuAKJIsMBkGCSgGSIb3DQEJAZEMBgoghkiGOw0BDWMBMES8GCSgGSIb3DOEJT
BDFCBEBzSigsPONER703sxCuY5PBk5DseIncZjd33xbaJKBBY3sve6CE0SMJICNcsB7yTbF+NzueC
rDuxV2ajsbUcUvY+BEAMPK+zDst16Hbso4uj0md4BQZj6a0IZ3kSrrrRDkpdWJd/877XAToK3Tiv
Czjk8sNQIRWnbnX0ijvlibvTOI6m6

Mpouecc dhopMnpoBaHNS KOHTENHEpPA:

pl5_add_cert: Adding certificate 'Root Certificate of CA':

trusted: 1

ca: 1

certificate (701 bytes):

30 82 02 B9 30 82 02 68 A0 03 02 01 02 02 10 07 |0...0..h........

48 BA C5 90 EA C5 9B 4C 4Fr OF E7 04 98 9C A8 30 |H...... LO...... 0]
08 06 06 2A 85 03 02 02 03 30 7A 31 23 30 21 06 |...*..... 0z1#0!. |
09 2A 86 48 86 F7 0D 01 09 01 16 14 6D 69 76 61 |.*.H........ miva |

6E 6F 76 40 66 61 63 74 6F 72 2D 74 73 2E 72 75 |nov@factor-ts.rul|
31 0B 30 09 06 03 55 04 06 13 02 52 55 31 OF 30 [1.0...U....RUL1.0]

0D 06 03 55 04 07 13 06 4D 6F 73 63 6F 77 31 12 |...U....Moscowl.|
30 10 06 03 55 04 OA 13 09 43 72 79 70 74 6F 50 [0...U....CryptoP|
72 6F 31 OE 30 0C 06 03 55 04 0B 13 05 50 72 6F |rol.0...U....Pro]

6D 6F 31 11 30 OF 06 03 55 04 03 13 08 4D 61 78 [mol.0...U....Max]|
69 6D 20 55 43 30 1E 17 0D 31 32 30 33 32 31 31 |im UCO0...1203211]
32 33 39 33 38 5A 17 0D 31 37 30 33 32 31 31 32 ]239382..17032112|
34 36 31 32 5A 30 7A 31 23 30 21 06 09 2A 86 48 ]4612Z0z1#0!..*.H|
86 F7 0D 01 09 01 16 14 6D 69 76 61 ©6E 6F 76 40 |[........ mivanov@ |
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66
06
04
55
30
30
43
07
01
11
EO
31
F4
55
01
OE
80
04
3A
36
78
6C
30
6C
06
30
FC
46
DA
66

61
03
07
04
0c
0F
30
2A
03
64
43
4E
42
1D
01
04
35
6C
2F
61
69
65
66
5C
09
08
28
74
76
CB

63
55
13
0A
06
06
63
85
43
6B
CD
54
A8
0F
FF
16
DF
30
2F
2F
6D
3A
32
4D
2B
06
6F
Cc2
A2
EB

74
04
06
13
03
03
30
03
00
E1l
76
51
c4
04
04
04
DA
6A
76
43
25
2F
38
61
06
06
84
D4
45
59

oF
06
4D
09
55
55
1cC
02
04
38
24
39
DD
04
05
14
63
30
6F
65
32
2F
36
78
01
2A
9C
9E
2F
39

72
13
oF
43
04
04
06
02
40
12
6D
D5
9C
03
30
C3
28
68
65
72
30
5C
61
69
04
85
BA
B9
05
32

2D
02
73
72
0B
03
06
23
97
02
8D
CF
A3
02
03
99
17
AQ
6E
74
55
5C
5C
6D
01
03
FA
F8
99
F5

74
52
63
79
13
13
2A
01
CB
1F
70
23
81
01
01
AC
EF
66
6D
45
43
76
43
20
82
02
24
1B
Fl
7B

pl5 add crl: Adding CRL
(690

crl
30
85
86
66
06
04
55
30
30
43
17
81
17
0cC
0A
35
55
00
33
0A
1D
62
2B
06
01
32
04
81
43
3D
2C
63
65

82
03
F7
61
03
07
04
0c
0F
17
0D
81
0D
30
61
30
1D
00
38
01
23
2C
06
03
04
30
01
B3
4E
76
43
25
73

02
02
0D
63
55
13
0A
06
06
0D
31
30
31
0A
10
32
15
00
30
05
04
8A
01
55
01
39
82
AQ
3D
6F
4E
32
2C

bytes) :
AE 30
02 03
01 09
74  6F
04 06
06 4D
13 09
03 55
03 55
31 32
32 30
29 02
32 30
06 03
5F A6
31 31
04 03
00 00
35 5A
A0 82
18 30
80 35
04 01
1D 14
82 37
32 30
37 15
81 BO
4D 61
65 6E
3D 43
30 4B
43 4E

82
30
01
72
13
6F
43
04
04
30
35
0A
35
55
00
33
0A
11
30
01
16
DF
82
04
15
30
OE
86
78
6D
44
65
3D

02
TA
16
2D
02
73
72
0B
03
35
32
61
30
1D
00
38
01
17
0c
2E
80
DA
37
03
04
36
04
81
69
65
50
79
53

5D
31
14
74
52
63
79
13
13
31
32
04
32
15
00
32
05
0D
30
30
14
63
15
02
04
5A
81
AD
6D
68
2C
25
65

73
55
6F
70
05
08
85
06
DD
)
52
BB
c7
86
01
2E
ED
AQ
65
6E
2E
6F
65
55
37
02
ED
53
96
6A

'CRL

02
23
6D
73
55
6F
70
05
08
35
32
D6
31
04
00
30
30
31
0A
82
C3
28
01
01
0F
30
BC
6C
25
2D
43
32
72

2E
31
77
74
50
4D
03
07
42
83
10
24
30
30
FF
F8
30
64
68
72
63
65
72
43
15
03
A3
1c
B3
DO

from CA':

01
30
69
2E
31
77
74
50
4D
30
31
67
31
03
00
5A
29
32
06
01
99
17
04
05
17
81
30
64
32
64
4E
30
76

72
0F
31
6F
72
61
02
2A
DF
5F
B8
47
81
0F
30
F6
73
86
2D
6F
72
6E
74
2E
01
03
AB
98
9F
e

01
21
76
72
0F
31
6F
72
61
39
33
00
34
0A
07
30
02
30
03
2A
AC
EF
03
30
0D
CA
81
61
30
30
3D
53
69

75
30
12
50
oF
78
02
85
80
B3
61
59
c4
06
1D
FC
06
30
64
6C
6C
6D
45
63
04
41
D1
BA
2F
F8

30
06
61
75
30
12
50
6F
78
31
30
00
31
01
17
oc
0A
35
55
30
2E
ED
02
1c
31
06
B9
70
55
66
50
65
63

31
0D
30
72
6D
69
13
03
28
35
47
27
30
03
06
FO
03
68
30
6C
86
65
6E
72
03
00
44

Fl
AD

08
09
6E
31
0D
30
72
6D
69
30
30
00
32
05
0D
30
61
30
1D
1F
F8
30
01
06
32
09
30
3A
43
32
75
72
65

0B
06
10
6F
oF
6D
30
02
13
Bl
40
2F
0B
55
03
62
55
74
66
2F
30
68
72
6C
02
C1l
97
95
71

06
2A
6F
0B
06
10
6F
6F
6D
30
36
00
37
30
31
0A
E9
32
15
06
F6
10
00
09
30
2B
81
2F
2C
38
62
76
73

30
03
06
31
31
20
12
02
B2
48
CF
D7
06
1D
55
2C
1D
74
32
4D
66
2D
6F
30
01
74
D4
DB
E5

06
86
76
30
03
06
31
31
20
36
5A
00
5A
29
32
06
42
31
04
03
FC
06
30
2B
35
06
B6
2F
43
36
6C
69
2C

09
55
03
OE
11
55
06
1E
99
15
E2
9D
03
13
1D
8A
1F
70
38
61
69
64
6C
10
00
EO
E2
EB
12

2A
48
40
09
55
03
OE
11
55
5A
30
12
30
02
30
03
A9
31
03
55
FO
09
0A
06
32
01
AQ
2F
4E
61
69
63
44

| factor-ts.rul.0.|
[..U....RUL1.0...0]|
| ....Moscowl.O0...|

|U....CryptoProl. |
|0...U....Promol. |
[0...U....Maxim U]
[COcO...% ... .. 0..]
[ .* oo oL, |

|.5..c(...0s..U0..]|
|.1050h.f.d.0http]|
| ://voenmeh-d0f28 |
| 6a/CertEnroll/Ma|
|xim%20UC.crl.0fi|
|le://\\voenmeh-d|
|0f286a\CertEnrol |
|1\Maxim UC.crlO. |

[£..Y92.{F.1.. \

[0...0..]...0...%]
[ 0z1#0!..*.H]|
[ mivanov(@ |
| factor-ts.rul.O0. |
|..U....RUL.0...U]|
|....Moscowl.O...]|
|U....CryptoProl. |
|0...U....Promol. |
|0...U....Maxim U]
|C..120515091006Z]
|..12052221300620]
[..0)..a..g...... |
|..12050211412720|
[.0... Ui 0) .|
[h@e veveaea. 120

[P O 0...+.|
[P AR 12052
12092006Z0....+..]
[P A 0..0...1
[ ldap:///|
| CN=Maxim%20UC,CN|
|=voenmeh-d0f286a|
| , CN=CDP, CN=Pub1li |
|c%$20Key%20Servic]
|es,CN=Services, D]
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43 3D 55 6E 61 76 61 69 6C 61 62 6C 65 43 6F 6E |C=UnavailableCon]|
66 69 67 44 4E 3F 63 65 72 74 69 66 69 63 61 74 |figDN?certificat]
65 52 65 76 6F 63 61 74 69 6F 6E 4C 69 73 74 3F |eRevocationList?|
62 61 73 65 3F 6F 62 6A 65 63 74 43 6C 61 73 73 |base?objectClass]

3D 63 52 4C 44 69 73 74 72 69 62 75 74 69 6F 6E |=cRLDistribution]|
50 6F 69 6E 74 30 08 06 06 2A 85 03 02 02 03 03 |PointO...*......
41 00 70 B6 42 8A 9A E3 05 82 9E 7F 5B 97 Al 6A |A.p.B....... [..31
Bl 84 FB F8 23 E7 F2 CD 02 A3 02 92 E8 53 83 8F |....#........ S..|
51 F4 88 A4 O0C 37 C6 9D 3C 4B AB 0C 3A Al 0C 0B [Q....7..<K..:...|
7F 02 35 02 77 88 D2 A3 04 FD 67 EC 9B 92 BO 83 [..5.w..... (o PUN |
AB 57 [.w |

pl5 add private key: Adding key 'Private Key of Andrey Fedotov':

key usage: DECRYPT SIGN UNWRAP NON REPUDIATION

key access: SENSITIVE EXTRACTABLE ALWAYSSENSITIVE

key parameters (1-8 - cproA,B,C,XchA,XchB,512test,512A,512B): 1

start date: 2012-05-18 11:03:00

end date: 2013-05-18 11:12:00

key (little-endian):

D8 DB F1 EE 28 84 7D 4C 4C 0B D6 09 96 34 1C 23 |....(.}LL....4.#|
DB A6 13 77 C8 68 7C CD 58 53 5E 44 D4 24 E8 B3 |...w.h|.XS"D.$..|

Remasking private key 'Private Key of Andrey Fedotov':
Unmasked key (little-endian):

D8 DB F1 EE 28 84 7D 4C 4C 0B D6 09 96 34 1C 23 |....(.}LL....4.#|
DB A6 13 77 C8 68 7C CD 58 53 5E 44 D4 24 E8 B3 |...w.h|.XS"D.$..|
Masked key (little-endian):

C5 F7 B3 4F ED A8 10 1D 07 54 A0 07 CD A7 57 9F [e..00 T....W.|

26 95 DO B8 54 5D 40 62 CO B9 EA 51 59 94 19 3B [&...T]@b...QY..;|
Mask 1:

8D 20 1F 80 E5 92 33 96 41 B7 26 D4 B5 D5 26 4A |. ....3.A.&...&J]
10 8B 3C A6 64 1F BB 81 FA 72 96 F5 84 A8 3D B6 |..<.d....r....=.]|
Mask 2:

4B 4A FA OE OA 4A OA 83 B4 4F 2E BD 05 F4 1B CO |KJ...J...0...... |
70 33 53 F5 CB 5D 5E B1 18 19 3B A4 88 0B 81 3D [p3S..]1"%...;....=]|

pl5 add cert: Adding certificate 'Certificate of Andrey Fedotov':
trusted: 0

ca: 0

certificate (963 bytes):

30 82 03 BF 30 82 03 6E A0 03 02 01 02 02 OA 61 |0...0..n....... al
4A 76 22 00 00 00 00 00 1D 30 08 06 06 2A 85 03 [|Jv"...... O...%. .|
02 02 03 30 7A 31 23 30 21 06 09 2A 86 48 86 F7 |...0z1#0!..*.H..|
0D 01 09 01 16 14 6D 69 76 61 6E 6F 76 40 66 61 |...... mivanov@fa|

63 74 6F 72 2D 74 73 2E 72 75 31 0B 30 09 06 03 Ictor—ts.rul.O .
55 04 06 13 02 52 55 31 OF 30 OD 06 03 55 04 07 |U....RU1.0.

13 06 4D 6F 73 63 6F 77 31 12 30 10 06 03 55 04 |..Moscowl. O .U. \
0A 13 09 43 72 79 70 74 6F 50 72 6F 31 OE 30 OC CryptoProl 0.]

06 03 55 04 0B 13 05 50 72 6F 6D 6F 31 11 30 OF .Promol.0.

06 03 55 04 03 13 08 4D 61 78 69 6D 20 55 43 30 .Maxim UCO|
1E 17 0D 31 32 30 35 31 38 31 31 30 33 30 30 5A 1205181103002\
17 0D 31 33 30 35 31 38 31 31 31 32 30 30 5A 30 1305181112OOZO|
81 BA 31 23 30 21 06 09 2A 86 48 86 F7 0D 01 09 J1#0M L FLHL L L. |
01 16 14 66 65 64 6F 74 6F 76 40 66 61 63 74 6F .fedotov@facto]
72 2D 74 73 2E 72 75 31 0B 30 09 06 03 55 04 06 r-ts.rul.0...U..|
13 02 52 55 31 15 30 13 06 03 55 04 07 1E 0C 04 .RUL1.0...U.....

l.
I
l.
l.
l.
l.
l.
\
I
1C 04 38 04 41 04 3A 04 32 04 30 31 1B 30 19 06 |. .2.01.0.
l.
l.
l.
l.
l.
I
l.
[
l.

03 55 04 OA 1E 12 04 24 04 30 04 3A 04 42 04 3E U..... $ 0.:.B. >\
04 40 00 2D 04 22 04 21 31 11 30 OF 06 03 55 04 @.— ".11.0. .
OB 1E 08 04 22 04 35 04 41 04 42 31 3F 30 3D 06 .5.A. Bl“O— |
03 55 04 03 1E 36 04 24 04 35 04 34 04 3E 04 42 U...6.$.5.4.>.B]
04 3E 04 32 00 20 04 10 04 3D 04 34 04 40 04 35 >.2. =.4.@.5]|
04 39 00 20 04 12 04 3B 04 30 04 34 04 38 04 3C 9 O 4.8.<|
04 38 04 40 04 3E 04 32 04 38 04 47 30 63 30 1C 8. @ >. 2 8.G0c0. |
06 06 2A 85 03 02 02 13 30 12 06 07 2A 85 03 02 |..*..... 0...%...
02 23 01 06 07 2A 85 03 02 02 1E 01 03 43 00 04 # ....... C..|
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40
D2
67
86
4E
01
04
06
E5
03
FC
06
30
64
6C
6C
6D
45
43
01
05
6E
74
64
55
30
6E
74
64
55
03
9D
77
8A
Fl

ED
4B
27
F9
A3
01
0c
03
F6
55
FO
03
68
30
6C
86
65
6E
2E
01
07
6D
45
30
43
02
6D
45
30
43
41
AA
A7
6D
F5

92
Bl
6A
21
82
FF
30
55
DE
1D
62
55
74
66
2F
32
68
72
63
04
30
65
6E
66
2E
86
65
6E
66
2E
00
c8
2F
CB
E4

03
1F
53
44
01
04
0A
1D
39
23
2C
1D
74
32
4D
66
2D
6F
72
81
02
68
72
32
63
42
68
72
32
63
71
51
35
5E

66
22
43
95
91
04
06
OE
7B
04
8A
1F
70
38
61
69
64
6C
6C
Al
86
2D
6F
38
72
66
2D
6F
38
72
DB
BC
34
53

00
66
D1
51
30
03
08
04
77
18
80
04
3A
36
78
6C
30
6C
30
30
40
64
6C
36
74
69
64
6C
36
74
23
A9
8A
21

10
82
E2
08
82
02
2B
16
3B
30
35
[
2F
61
69
65
66
5C
81
81
68
30
6C
61
30
6C
30
6C
61
30
67
2C
D8
88

11
FC
93
A7
01
04
06
04
3D
16
DF
30
2F
2F
6D
3A
32
4D
AE
9E
74
66
2F
5F
4E
65
66
5C
5F
08
25
BA
9B
08

B9
53
16
45
8D
FO
01
14
F9
80
DA
6C
76
43
25
2F
38
61
06
30
74
32
76
4D
06
3A
32
76
4D
06
9C
F4
Bl
EC

AC
cc
4B
E6
30
30
05
52
1D
14
63
30
6F
65
32
2F
36
78
08
4C
70
38
6F
61
08
2F
38
6F
61
06
Cc9
82
BO
F3

32
91
21
17
OE
13
05
58
69
C3
28
6A
65
72
30
5C
61
69
2B
06
3A
36
65
78
2B
2F
36
65
78
2A
DO
F3
0A
CA

68
CA
00
85
06
06
08
AD
FF
99
17
AQ
6E
74
55
5C
5C
6D
06
08
2F
61
6E
69
06
5C
61
6E
69
85
86
F4
18
TA

28
6A
12
73
03
03
02
0oc
39
AC
EF
68
6D
45
43
76
43
25
01
2B
2F
2F
6D
6D
01
5C
5C
6D
6D
03
2A
8E
50
36

56
0A
89
75
55
55
02
45
30
2E
ED
AQ
65
6E
2E
6F
65
32
05
06
76
43
65
25
05
76
43
65
25
02
Cc9
CF
A2
02

76
14
47
9D
1D
1D
30
43
1F
F8
30
66
68
72
63
65
72
30
05
01
6F
65
68
32
05
oF
65
68
32
02
1D
oc
TE
8D

95
30
Cc8
64
0F
25
1D
0D
06
Fo6
75
86
2D
6F
72
6E
74
55
07
05
65
72
2D
30
07
65
72
2D
30
03
D9
81
CF
A2

Q...
| .K.

lg'

jSC....K!...G.

S R s e o

0...0...0.
....... 0...0.%
O ot 0
U...... RX..EC

9{w;=..1.90
#..0....... ..
.b,..5..¢c(...0ul

|..U...n010j.h.£f.]
|Ohttp://voenmeh- |
|d0f286a/CertEnro|
|11/Maxim%20UC.cr|
[1.2file://\\voen|
|meh-d0f286a\Cert |

|[Enroll\Maxim%20U |
|C.crlO....+.....
[oenn 0..0L..+..

|..0..@http://voe]|
|nmeh-d0f286a/Cer|
|tEnroll/voenmeh- |
|d0f286a Maxim%20 |

|uc

.CrtON..+.....

|0..Bfile://\\voe|
|nmeh-d0f286a\Cer|
|tEnroll\voenmeh- |
|d0f286a Maxim%20 |

|uc
| .A

el ol O
R Jo LR
Qe
/54, ... P.~
AShea... z6

pl5 add private key: Adding key 'New Generated Private Key':

key usage:
key access:
key parameters
start date:

end date:

key

absent

SIGN
SENSITIVE
(1-8 -
absent

(little-endian) :

71 C6 2A 26
BF 20 50 C1

C9 CC 94
68 70 70

Remasking private key

Unmasked key

71 C6 2A 26
BEF 20 50 C1
Masked key

09 31 E6 3C BD 14
32 7B B3 01
Mask 1:

B7 6D E5
DD 63 D8
Mask 2:

ED 67 60
FB 4C B9

pl5 add public key:
VERIEFY

26
78

4F
16

key usage:
key parameters
start date:

end date:

(little-endian) :

EXTRACTABLE ALWAYSSENSITIVE
cproA,B,C,XchA,XchB,512test, 512A,512B) : 2

BE
3B

89 BE 5F 12
6F EC 56 A7

18
9B

FO
FO

'"New Generated Private

C9 CC 94 BE
68 70 70 3B

6D

5C
B8

56
21

ED

83
0D

32
7cC

0A
53

3F
6A

EF
F2

Adding key 'Public Key for New Generated Private Key'

key (little-endian):

F3
77

86
D9

45
EF

89 BE 5F 12

6F

(little—-endian) :

29
CB

AC
97

TF
BB

EC

65
1C

BD
2D

4F
1A

56

47
3B

BE
4B

91
73

A7

A6
5F

D5
2C

80
09

18
9B

93
02

AE
20

45
78

FO
FO

2A
FD

Cl
E7

4A
BO

B2
FA

AB
72

Key':

B2
FA

01
CE

Fl
72

DF
9B

AB
72

AC
12

92
2E

TF
BA

Lo
P.hpp;o.V r|
o
P.hpp;o.V r|
<....)eG..*
m.Sw..;
£\

"OV2.E.0..EJ..
ol ausax...

(1-8 - cproA,B,C,XchA,XchB,512Test,512A,512B) : 2
absent
absent
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1E 8B
CB 3E
D4 D5
41 S5E

CE
24
8D
64

FD
89
6C
54

7cC
3A
32
0B

95
DE
A2
E9

E8 4F
91 59
64 D3
23 02

11 E3 5A
99 EB 27
8A E6 CD
A7 F4 EA

14
5B
07
FA

AOQ 58
A3 AF
54 0C
65 CD

FD
AF
76
Fo6

5B
1D
7B
4B

pl5 add private key: Adding key '512-bit private key':

key usage:
key access:

key parameters

start date:

SIGN
SENSITIVE EXTRACTABLE ALWAYSSENSITIVE
(1-8 - cproA,B,C,XchA,XchB,512test,512A,512B): 6
2013-10-22 12:14:33

.0..Z2..X. [
YL .. |
d..... T.v{]|
e e..K|

end date: 2014-10-18 22:00:00

key (little-endian):

38 02 3C F1 7E 36 6C DC A6 BO 17 8B 84 05 OF 07 [|8.<.~6l.........
D5 1D F5 30 63 0C 49 64 C4 CE D7 72 07 07 ¥rD B1 |...0c.Id...r

60 61 OE 1B D6 A7 C2 EE 89 4D 01 99 59 D2 98 20 | 'a....... M..Y.. |
5B 1D 6B 62 7D F4 B3 83 5A 80 81 34 CD 80 4B 2D | [.kb} Z..4..K-|
Remasking private key '512-bit private key':

Unmasked key (little-endian):

38 02 3C F1 7E 36 6C DC A6 BO 17 8B 84 05 OF 07 [8.<.~6l.........
D5 1D F5 30 63 0C 49 64 C4 CE D7 72 07 07 FD Bl |...0c.Id r.. |
60 61 OE 1B D6 A7 C2 EE 89 4D 01 99 59 D2 98 20 | 'a....... M..Y.. |
5B 1D 6B 62 7D F4 B3 83 ©5A 80 81 34 CD 80 4B 2D | [.kb} Z..4..K-|
Masked key (little-endian):

F4 3E C1 61 62 CA 43 77 85 BB 72 17 86 6F 29 E7 |.>.ab.Cw..r..0) .|
1B 9E 3B FD 99 7C BB CE 89 BA 15 9F 5D 5B 63 C6  |..;eeleuo... 1lc.|
85 9E E2 33 7F BA DO 2B 5F Bl D3 39 01 AB 2A AC |...3...+ ..9..%.]|
40 B6 45 DB F9 73 F9 30 89 CA 84 3B 2B B6 DF 06 [|Q@.E..s.0...;+...]
Mask 1:

F4 53 80 45 BO 2F C8 C6 DE AA 01 ED A5 16 21 DD [.S.E./ .. [
Bl 65 FB 1F 53 AB C9 4C 1D 64 B3 BD 3F D9 D8 0C |.e..S..L.d..?2...|
2D 97 B7 91 F9 AE B6 DC AF C2 F3 9F 7A 34 5E 20 |=¢.iuiunnnn. z4” |
2A BO FE 1E C2 62 63 3B 2E 5F 1F 1B 9A 7F 58 7C [|*....bc; X
Mask 2:

8A DO 00 FB 06 40 32 4D DF 2F 70 F7 EB 78 D3 84 |..... @2M./p..x..|
5D 47 47 36 72 A7 05 37 A2 14 A9 61 CB 1A 49 59 |]GG6r..7...a..IY]
53 59 7F 76 E1 D8 C4 D7 9A AA FB 7E 9D 1A 83 F8 [SY.v.e.o.oo... ~ee e |
98 24 78 92 87 AB FO 97 EB 7C 32 02 D4 E9 28 50 |.Sx...... [2...(P]|
pl5 add public key: Adding key 'Public key for 512-bit private key'
key usage: VERIFY

key parameters (1-8 - cproA,B,C,XchA,XchB,512Test,512A,512B): 6

start date: 2013-10-22 12:14:33

end date: 2014-10-18 22:00:00

key (little-endian):

OF EA C5 57 A0 A6 30 EE AC A5 3A 1C CB C9 48 6D [ oo W 0.t Hm |
Cl E1 00 8D CB BA AD C9 B7 7F 8B FE 94 32 Cl D2 I 2.4
09 DA 85 0D 40 8D 1C 17 21 AC 53 36 34 7E A4 40 |....@Q@...!.S64~.Q]
CC 27 A4 9B AD BA 05 58 F5 9D 90 09 2B 4B 39 1E |.'..... X. +K9. |
0B DF 3C 66 99 EA E9 25 17 13 E1 98 F8 FE AC 39 |..<f...%....... 9]
3B 26 94 1A 08 BA CC E7 71 DO 03 24 A0 67 36 A4 |;&...... g..$.96.|
ED 28 7B 21 07 90 32 72 AA 18 38 BA C3 BD 51 6B |.({!..2r..8...Qk|
9C 2A 22 DB EE CA B8 Bl 5F 12 DB 1A Al 74 F9 03 [, R S|

pl5 add oiddo: Adding

oid: 1.1.456.7890

to _encrypt:

data (80 bytes):

54 68 69 73 20 69 73 20
66 69 64 65 6E 74 69 61
63 74 20 64 61 74 61 2E
20 62 65 20 65 6E 63 72
20 74 68 65 20 63 6F 6E

pl5 add oiddo: Adding
1.1.765.

oid:

24

432.1

73
6C
20
79
74

6F
20
49
70
61

6D
61
74
74
69

abstract data object

65
62
20
65
6E

abstract data object

20
73
77
64
65

63
74
69
20
72

6F
72
6C
69
2E

6E
61
6C
6E
00

'Top-secret Data':

|This is some con|
|fidential abstral

|ct data.

be e
the

'Public Data':

It will]
ncrypted in|
container.. |



to_encrypt:

data (55 bytes):

54 68 69 73
6E 20 64 61
6E 6F 20 6E
70 74 20 69

pl5 get pwkey: Generating

20
74
65
74

Input password:

31 32 33

Iteration count:

Salt:
74 BA EE A0

69
61
65
2E

73
2E
64
00

2000

20
20
20

BE CB 77 5E

EE DF FO 96 80 14 53 6A
Generated password key:
6C 5C 3C E5 C6 66 57 6E

50 AD C8 AA D9 1E F9 B4

73 6F 6D 65
54 68 65 72
74 6F 20 65

the password

4E
8E

9D
2F

Cco9
F4

7B
62

BA BS
1B CB

63
F9

00
0A

20 6F 70
65 27 73
6E 63 72

key from

2E 01 4A
76 F4 D3

31 B5 85
45 4E 43

Making KEKRecipientInfo for AuthenticatedData:

kekri.kekid.keyIdentifier:

00 00 00 05

kekri.keyEncryptionAlgorithm.algorithm:
kekri.keyEncryptionAlgorithm.
kekri.keyEncryptionAlgorithm.

C9 26 33 3D
Key wrap:
Pw key:

6C 5C 3C E5
50 AD C8 AA

Session key:

CA OF C3 47
C7 6D 3C 2F

Wrapped key:

D4 5E 3C 08
45 D6 4E 51
MAC of key:
B4 F9 39 3F

94 AB 69 C4

cé
D9

47
F8

23
63

66

09

9C

1B
56

kekri.encryptedKey

30 28 04 20
63 F4 1E 77
C2 D5 48 EB

D4
45
04

5E
D6
04

57
F9

52
3B

BF
E3

6E
B4

F5
C3

30

9D
2F

82
09

6A
52

content:

3C
4E
B4

08
51
F9

23
63
39

7B
62

06
31

F5
FB

1B
56
3F

63
F9

7D
3B

3F
F9

BF
E3

00
0A

0A
2A

TF
DO

4A
30

65
20
79

the password using PBKDF2

AQ
E3

6C
1cC

|This is some ope]

In data. Th

ere's

|no need to encry|

lpt it..

[123

1.2.643.2.2.13.1
parameters.encryptionParamSet (1-4
parameters.ukm:

31
45

TA
61

63
Cc2

6A
52

AuthenticatedData.macAlgorithm.algorithm:
AuthenticatedData.digestAlgorithm.algorithm:

AuthenticatedData.encapContentInfo.eContentType:

Making PKCS15Token:

token.keyManagementInfo.keyId:

00 00 00 05

token.keyManagementInfo.keyInfo.passwordInfo.algId.algorithm:

BS
4E

A8
B3

F4
D5

F5
FB

85
43

49
46

1E
48

3F
F9

6C
1C

08
F5

77
EB

TF
DO

[Povee... /b..ENC
|...GG.R }.z.1I
|.m</..;..1;*a.F

|.A<.#..J9.2.c..w

|E.NQcV.OR.

[..9?

= cproA-cproD) :

[0(. <. #..J3.72.
|c..wE.NQcV.OR...|

1.2.643.7.1.1.4.2
1.2.643.7.1.1.2.3

1.2.840.113549.1.15.3.1

Making token.keyManagementInfo.keyInfo.passwordInfo.algId.parameters

par.salt.specified:

74 BA EE AQ
EE DF FO 96

par.iterationCount:

07 DO

BE CB 77 5E
80 14 53 6A

par.keyLength:
par.prf.algorithm:

token.keyManagementInfo.keyInfo.passwordInfo.algld.parameters

30 35 04 20
2E 01 4A AO
76 F4 D3 E3
85 03 07 01

74
EE
02
01

32

BA
DF
02
04

4E C9 BA B5
8E F4 1B CB

1.2.643.7.1.1.4.2

EE
FO
07
02

AQ
96
DO

BE CB 77 5E
80 14 53 6A
02 01 20 30

Making token.pkcsl50bjects:

2E 01 4A AO
76 F4 D3 E3

4E C9 BA B5
8E F4 1B CB
0A 06 08 2A

[05. t.....

1.2.840.113549.1.5.12

P 50.1.110—2016

(HMAC-GOST3411-2012) .

(PBKDF2-params) :

(encoded) :
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Making Factor-TS version DataObject:

Setting DataType.oidDO choice.
01dDO.commonObjectAttributes.label:

46 61 63 74 6F 72 2D 54 53 20 76 65 72 73 69 6F |Factor-TS versiol|
6E In
01dDO.commonObjectAttributes.flags: 0x00, size=1, unused bits=6
0idDO.classAttributes.applicationOID: 1.3.6.1.4.1.13312.503.1.3
0idDO. typeAttributes.id: 1.3.6.1.4.1.13312.503.1.3

Choosing 0idDO.typeAttributes.value.direct choice.
FactorTSVersion.majorVersion: 4

FactorTSVersion.minorVersion: 0

Encoded 0idDO.typeAttributes.value.direct:

30 06 02 01 04 80 01 00 [0

Making RandomInitValue DataObject:

Choosing DataType.oidDO choice.
01dDO.commonObjectAttributes.label:

52 61 6E 64 6F 6D 20 49 6E 69 74 20 56 61 6C 75 |Random Init Valu|
65 le
01dDO.commonObjectAttributes.flags: 0xCO, len=1l, unused bits=6
0idDO.classAttributes.applicationOID: 1.3.6.1.4.1.13312.503.1.1
01dDO. typeAttributes.id: 1.3.6.1.4.1.13312.503.1.1

Choosing 0idDO.typeAttributes.value.direct-protected.

Making RandomInitValue:

RandomInitValue.randomInit:

F6 9F A8 86 2D 52 Cl 8E 3B A6 CC 87 65 BB 7B 0C |....-R..;...e.{.]|
74 70 70 52 12 2A 80 50 DD 8E C8 00 OF CA 11 88 |tppR.*.P........
D7 DF B8 19 83 EA FF Cl1 09 B4 ED 5C F2 CA 61 00 |...viueenin.n. \..a.|
3B 3D B4 C5 38 60 01 84 D1 50 82 15 14 EE 9F F6 |;=..8"...P...... |
RandomInitValue.moreRandom:

56 03 1D 59 14 76 D5 DC B9 E1 11 6E 7D 94 8C VoY veo... n}.. |
Encoded RandomInitValue:

30 53 04 40 F6 9F A8 86 2D 52 Cl1 8 3B A6 CC 87 [|0S.Q@....-R..;...]|
65 BB 7B 0C 74 70 70 52 12 2A 80 50 DD 8E C8 00 Je.{.tppR.*.P....|
OF CA 11 88 D7 DF B8 19 83 EA FF Cl1 09 B4 ED 5C  |.euiiiiinennnnn. \
F2 CA 61 00 3B 3D B4 C5 38 60 01 84 D1 50 82 15 J..a.;=..8...P..|
14 EE 9F F6 04 OF 56 03 1D 59 14 76 D5 DC B9 E1 |...... V.. Y.v....
11 6E 7D 94 8C [.n}..

Making EnvelopedData of RandomInitValue:
pl5 mk enveloped data: Making EnvelopedData.recipientInfos (1 kekri):
kekri.kekid.keyIdentifier:

00 00 00 05 [P
kekri.keyEncryptionAlgorithm.algorithm: 1.2.643.2.2.13.1
kekri.keyEncryptionAlgorithm.parameters.encryptionParamSet (1-4 = cproA-cproD): 1
kekri.keyEncryptionAlgorithm.parameters.ukm:

FO 86 00 8A B4 17 5A F7 [P Z.

Key wrap:

Pw key:

6C 5C 3C E5 C6 66 57 6E 9D 7B 63 00 31 B5 85 6C |1\<..fWn.{c.1l..1]|

50 AD C8 AA D9 1E F9 B4 2F 62 F9 0OA 45 4E 43 1C |P....... /b..ENC. |

Session key:
74 D1 B8 53 64 3F AO 01 54 EO E8 3D AF 19 1C B3 [t..sd?..T..=....|

9D 20 91 56 1B 07 5C 46 5C 55 6A 5B B3 15 45 2D |. .V..\F\Uj[..E-|
Wrapped key:

F3 73 D2 4D 08 DD 75 69 8B 78 DB 8A 30 7C 90 FO |.s.M..ui.x..0]..]|
7D E2 44 DD EE AC 88 81 9B 60 92 1D B4 55 4C 8C |}.D...... C...UL. |
MAC of key:

4B 66 2E 58 |[Kf.X
kekri.encryptedKey content:

30 28 04 20 F3 73 D2 4D 08 DD 75 69 8B 78 DB 8A [0(. .s.M..ui.x..|
30 7C 90 FO 7D E2 44 DD EE AC 88 81 9B 60 92 1D |0]..}.De.v.... o
B4 55 4C 8C 04 04 4B 66 2E 58 | .UL...Kf.X

EnvelopedData.encryptedContentInfo.contentType: 1.2.840.113549.1.7.1
EnvelopedData.encryptedContentInfo.contentEncryptionAlgorithm.algorithm: 1.2.643.2.4.3.2.2
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Making EnvelopedData.encryptedContentInfo.contentEncryptionAlgorithm.parameters
(Gost28147 89 Parameters):

par.iv

D7 AA B1 2C 32 BD AC 80 e 2.
par.encryptionParamSet (1-4 - cproA-cproD): 1

Encoded Gost28147-89-Parameters:

30 13 04 08 D7 AA Bl 2C 32 BD AC 80 06 07 2A 85 [0...... 200 *.

03 02 02 1F 01 [eevnn
Making EnvelopedData.encryptedContentInfo.encryptedContent (enc data + imit)
EnvelopedData.encryptedContentInfo.encryptedContent (w/o ostr header) :

5E C3 5B B2 64 BE A1 09 1D 8C 01 D8 2F B7 7A 4D [~.[.d....... /.zM|
89 AA 0D 00 93 74 38 82 2C CB 2E F1 E1 D5 7E BO |..... t8.,..... ~.
21 25 DB 01 6E 16 00 70 85 DB 15 7B 69 5D 2E 91 [!%..n..p...{1i]..]|
50 AB 9A A6 60 EE 95 6B 5F CF E5 E4 6C EF 73 C9 |P... ..k ...l.s.|
62 DF 45 B9 AE 27 48 DF 0D D3 92 97 AB 88 BB 71 |b.E..'H........ gl
CB 11 43 A0 5C 58 1A E8 EI1 [..C.\X. ..

Adding token.pkcsl50bjects.trustedCertificates element:

Making object for certificate 'Root Certificate of CA':

Choosing CertificateType.x509Certificate choice.
x509.commonObjectAttributes.label:

52 6F 6F 74 20 43 65 72 74 69 66 69 63 61 74 65 |Root Certificate|
20 6F 66 20 43 41 | of CA
x509.commonObjectAttributes.flags: 0x00, len=1, unused bits=6
x509.classAttributes.iD:

00 00 00 O1 [P
x509.classAttributes.authority: true

Choosing x509.typeAttributes.value.direct choice.

Certificate (701 bytes):

x509.typeAttributes.subject:

30 7A 31 23 30 21 06 09 2A 86 48 86 F7 0D 01 09 |0z1#0!..*.H..... |

01 16 14 6D 69 76 61 6E 6F 76 40 66 61 63 74 6F |...mivanov@facto]
72 2D 74 73 2E 72 75 31 0B 30 09 06 03 55 04 06 |r-ts.rul.0...U..|
13 02 52 55 31 OF 30 OD 06 03 55 04 07 13 06 4D |..RU1.0...0....M]|

6F 73 63 6F 77 31 12 30 10 06 03 55 04 0A 13 09 |oscowl.O0...U....|
43 72 79 70 74 6F 50 72 6F 31 OE 30 0C 06 03 55 |[CryptoProl.0...U]|
04 0B 13 05 50 72 6F 6D 6F 31 11 30 OF 06 03 55 |....Promol.0...U]|
04 03 13 08 4D 61 78 69 6D 20 55 43 [ ....Maxim UC
x509.typeAttributes.issuer:

30 7A 31 23 30 21 06 09 2A 86 48 86 F7 0D 01 09 |0z1#0!..*.H..... |

01 16 14 6D 69 76 61 6E 6F 76 40 66 61 63 74 6F |...mivanov@facto]
72 2D 74 73 2E 72 75 31 0B 30 09 06 03 55 04 06 |r-ts.rul.0...U..|
13 02 52 55 31 OF 30 OD 06 03 55 04 07 13 06 4D |..RU1.0...U....M]|

6F 73 63 6F 77 31 12 30 10 06 03 55 04 0A 13 09 Joscowl.O0...U....|
43 72 79 70 74 6F 50 72 6F 31 OE 30 0C 06 03 55 |[CryptoProl.0...U]
04 0B 13 05 50 72 6F 6D 6F 31 11 30 OF 06 03 55 |....Promol.0...U]|
04 03 13 08 4D 61 78 69 6D 20 55 43 |....Maxim UC

Adding token.pkcsl50bjects.dataObjects (CRL) element:

Making CRL object 'CRL from CA'

Choosing DataType.oidDO choice.

01dDO.commonObjectAttributes.label:

43 52 4C 20 66 72 6F 6D 20 43 41 |CRL from CA
01dDO.commonObjectAttributes.flags: 0x00, len=1, unused bits=6
0idDO.classAttributes.applicationOID: 1.3.6.1.4.1.13312.503.1.2

0idDO. typeAttributes.id: 1.3.6.1.4.1.13312.503.1.2

Choosing 0idDO.typeAttributes.value.direct choice.

Making CRLContainer structure:

CRLContainer.iD:

00 00 00 O1 [P
CRLContainer.issuer:

30 7A 31 23 30 21 06 09 2A 86 48 86 F7 0D 01 09 |0z1#0!..*.H..... |
01 16 14 6D 69 76 61 6E 6F 76 40 66 61 63 74 6F ...mivanov@facto]

P 50.1.110—2016
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72 2D 74 73 2E 72 75 31 0B 30 09 06 03 55 04 06 |r-ts.rul.0...U..|
13 02 52 55 31 OF 30 OD 06 03 55 04 07 13 06 4D |..RU1.0...0U....M]|
6F 73 63 6F 77 31 12 30 10 06 03 55 04 0A 13 09 |oscowl.O0...U....|
43 72 79 70 74 6F 50 72 6F 31 OE 30 0C 06 03 55 |CryptoProl.0...U]|
04 0B 13 05 50 72 6F 6D 6F 31 11 30 OF 06 03 55 |....Promol.0...U]|
04 03 13 08 4D 61 78 69 6D 20 55 43 |....Maxim UC
CRLContainer.crl (690 bytes).

Encoded 0idDO.typeAttributes.value.direct (CRLContainer):

30 82 03 36 04 04 00 00 00 01 AO 7C 30 7A 31 23 [0..6....... [0z1#]|
30 21 06 09 2A 86 48 86 F7 0D 01 09 01 16 14 6D [O!..*.H........ m|
69 76 61 6E 6F 76 40 66 61 63 74 6F 72 2D 74 73 |ivanov@factor-ts]
2E 72 75 31 0B 30 09 06 03 55 04 06 13 02 52 55 |.rul.0...U....RU|

31 OF 30 OD 06 03 55 04 07 13 06 4D 6F 73 63 6F [1.0...U....Mosco]
77 31 12 30 10 06 03 55 04 OA 13 09 43 72 79 70 |wl.0...U....Crypl
74 6F 50 72 6F 31 OE 30 O0C 06 03 55 04 0B 13 05 |[toProl.0...U....|
50 72 6F 6D 6F 31 11 30 OF 06 03 55 04 03 13 08 |Promol.O0...U....|
4D 61 78 69 6D 20 55 43 30 82 02 AE 30 82 02 5D |Maxim UCO...0..]|
02 01 01 30 08 06 06 2A 85 03 02 02 03 30 7A 31 |...0...*%..... 0z1]
23 30 21 06 09 2A 86 48 86 F7 0D 01 09 01 16 14 [#0!..*.H........
6D 69 76 61 ©6E 6F 76 40 66 61 63 74 6F 72 2D 74 |mivanov@factor-t|
73 2E 72 75 31 0B 30 09 06 03 55 04 06 13 02 52 |[s.rul.0...U....R]|
55 31 0OF 30 OD 06 03 55 04 07 13 06 4D 6F 73 63 |Ul.0...U....Mosc]|
6F 77 31 12 30 10 06 03 55 04 OA 13 09 43 72 79 |owl.0...U....Cry]
70 74 6F 50 72 6F 31 OE 30 0C 06 03 55 04 0B 13 |ptoProl.0...U...|
05 50 72 6F 6D 6F 31 11 30 OF 06 03 55 04 03 13 |.Promol.0...U...|
08 4D 61 78 69 6D 20 55 43 17 0D 31 32 30 35 31 |.Maxim UC..12051|
35 30 39 31 30 30 36 5A 17 0D 31 32 30 35 32 32 [50910067..120522]
32 31 33 30 30 36 5A 30 81 81 30 29 02 OA 61 04 [213006z0..0)..a.]

D6 67 00 00 00 00 00 12 17 OD 31 32 30 35 30 32 |.g....u... 120502
31 31 34 31 32 37 5A 30 0C 30 OA 06 03 55 1D 15 [114127z0.0...U..|
04 03 0A 01 05 30 29 02 OA 61 10 5F A6 00 00 00 |..... 0)..a._....
00 00 07 17 OD 31 32 30 35 30 32 31 31 33 38 32 |..... 12050211382]

30 5A 30 0OC 30 0A 06 03 55 1D 15 04 03 OA 01 05 10z20.0...U....... |
30 29 02 OA 61 ES 42 A9 00 00 00 00 00 11 17 OD [0)..a.B.........
31 32 30 35 30 32 31 31 33 38 30 35 5A 30 0C 30 112050211380520.0]

0A 06 03 55 1D 15 04 03 OA 01 05 A0 82 01 2E 30 [...U..vuvnnnn.. 0]
82 01 2A 30 1F 06 03 55 1D 23 04 18 30 16 80 14 |..*0...U.#..0...]|
C3 99 AC 2E F8 F6 FC FO 62 2C 8A 80 35 DF DA 63 |........ b,..5..c|
28 17 EF ED 30 10 06 09 2B 06 01 04 01 82 37 15 | (...0...+..... 7.
01 04 03 02 01 00 30 OA 06 03 55 1D 14 04 03 02 [...... 0...U.....
01 05 30 1C 06 09 2B 06 01 04 01 82 37 15 04 04 [..0...+..... 7ol
OF 17 0D 31 32 30 35 32 32 30 39 32 30 30 36 5A [...1205220920067]|
30 81 CA 06 09 2B 06 01 04 01 82 37 15 OE 04 81 [0....+..... Toool

BC 30 81 B9 30 81 B6 A0 81 B3 A0 81 BO 86 81 AD [.0..0..cuenen.n.
6C 64 61 70 3A 2F 2F 2F 43 4E 3D 4D 61 78 69 6D |ldap:///CN=Maxim]|
25 32 30 55 43 2C 43 4E 3D 76 6F 65 6E 6D 65 68 |%20UC,CN=voenmeh |
2D 64 30 66 32 38 36 61 2C 43 4E 3D 43 44 50 2C |-d0f286a,CN=CDP, |
43 4E 3D 50 75 62 6C 69 63 25 32 30 4B 65 79 25 |CN=Public%20Key$%|
32 30 53 65 72 76 69 63 65 73 2C 43 4E 3D 53 65 |20Services,CN=Se|
72 76 69 63 65 73 2C 44 43 3D 55 6E 61 76 61 69 |rvices,DC=Unavai |
6C 61 62 6C 65 43 6F 6E 66 69 67 44 4E 3F 63 65 |lableConfigDN?ce]
72 74 69 66 69 63 61 74 65 52 65 76 6F 63 61 74 |rtificateRevocat]|
69 6F 6E 4C 69 73 74 3F 62 61 73 65 3F 6F 62 6A |ionList?base?obj|
65 63 74 43 6C 61 73 73 3D 63 52 4C 44 69 73 74 |ectClass=cRLDist|
72 69 62 75 74 69 6F 6E 50 6F 69 6E 74 30 08 06 |ributionPointO.. |

06 2A 85 03 02 02 03 03 41 00 70 B6 42 8A 9A E3 |.*...... A.p.B...|
05 82 9E 7F 5B 97 Al 6A Bl 84 FB F8 23 E7 F2 CD |....[..J....%...]|
02 A3 02 92 E8 53 83 8F 51 F4 88 A4 0C 37 C6 9D |..... S..Q....7..
3C 4B AB 0C 3A Al 0C OB 7F 02 35 02 77 88 D2 A3 [<K..:..... S.w.. .|
04 FD 67 EC 9B 92 BO 83 AB 57 [o.g.ee.. W

Adding token.pkcsl50bjects.privateKeys element:

pl5 mk prkey obj: Making private key 'Private Key of Andrey Fedotov' object:
Choosing PrivateKeyType.privateGostR3410 2012Key choice.
key.commonObjectAttributes.label:
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50 72 69 76 61 74 65 20 4B 65 79 20 6F 66 20 41 |Private Key of A]
6E 64 72 65 79 20 46 65 64 6F 74 6F 76 |ndrey Fedotov
key.commonObjectAttributes.flags: 0x80, len=1, unused bits=6
key.classAttributes.iD:

00 00 00 02 [P
key.classAttributes.usage: len=2, unused bits=6:

64 40 |de I
key.classAttributes.accessFlags: len=1, unused bits=3: O0xEQ
key.classAttributes.startDate:

32 30 31 32 30 35 31 38 31 31 30 33 30 30 527 120120518110300Z |
key.classAttributes.endDate:
32 30 31 33 30 35 31 38 31 31 31 32 30 30 52 [20130518111200Z |

key.subClassAttributes.subjectName:
30 81 BA 31 23 30 21 06 09 2A 86 48 86 F7 0D 01 [0..1#0!..*.H....|

09 01 16 14 66 65 64 6F 74 6F 76 40 66 61 63 74 |....fedotov@fact]|
6F 72 2D 74 73 2E 72 75 31 0B 30 09 06 03 55 04 Jor-ts.rul.0...U.|
06 13 02 52 55 31 15 30 13 06 03 55 04 07 1E 0C |...RU1.0...U....]|
04 1C 04 3E 04 41 04 3A 04 32 04 30 31 1B 3019 [|...>.A.:.2.01.0.]
06 03 55 04 OA 1E 12 04 24 04 30 04 3A 04 42 04 |..U..... $.0.:.B. |
3E 04 40 00 2D 04 22 04 21 31 11 30 OF 06 03 55 [>.@.-.".!1.0...U]
04 0B 1E 08 04 22 04 35 04 41 04 42 31 3F 30 3D |..... ".5.A.B1?0=|
06 03 55 04 03 1E 36 04 24 04 35 04 34 04 3E 04 |..U...6.5.5.4.>.]
42 04 3E 04 32 00 20 04 10 04 3D 04 34 04 40 04 |B.>.2. ...=.4.@.]
35 04 39 00 20 04 12 04 3B 04 30 04 34 04 38 04 |5.9 .;.0.4.8.|
3C 04 38 04 40 04 3E 04 32 04 38 04 47 [<.8.0@.>.2.8.G
Encoded GostPrivateKey (98 bytes):

04 60 C5 F7 B3 4F ED A8 10 1D 07 54 A0 07 CD A7 |. ...0..... T....|
57 9F 26 95 DO B8 54 5D 40 62 CO B9 EA 51 59 94 |W.&...T]@b...QY.|
19 3B 8D 20 1F 80 E5 92 33 96 41 B7 26 D4 B5 D5 |.;. ....3.A.&...]
26 4A 10 8B 3C A6 64 1F BB 81 FA 72 96 F5 84 A8 |&J..<.d....r....|
3D B6 4B 4A FA OE 9A 4A OA 83 B4 4F 2E BD 05 F4 |[=.KJ...J...0....]|
1B CO 70 33 53 F5 CB 5D O5E B1 18 19 3B A4 88 0B |..p3S..1"%...7...]
81 3D | .=

Wrapping GostPrivateKey to EnvelopedData (key.typeAttributes.value.direct-protected:
pl5 mk enveloped data: Making EnvelopedData.recipientInfos (1 kekri):
kekri.kekid.keyIdentifier:

00 00 00 05 [oon.
kekri.keyEncryptionAlgorithm.algorithm: 1.2.643.2.2.13.1
kekri.keyEncryptionAlgorithm.parameters.encryptionParamSet (1-4 = cproA-cproD): 1
kekri.keyEncryptionAlgorithm.parameters.ukm:

FE 78 35 9F B4 EO 25 Bl | .x5...%.

Key wrap:

Pw key:

6C 5C 3C E5 C6 66 57 6E 9D 7B 63 00 31 B5 85 6C [1\<..fWn.{c.1l..1]|
50 AD C8 AA D9 1E F9 B4 2F 62 F9 0A 45 4E 43 1C |P....... /b..ENC. |
Session key:

B5 64 68 9B 6B 3F 1D B9 A2 A3 99 88 7B 60 6B 61 |.dh.k?...... { " kal
53 C1 87 84 0D CB 67 F9 A4 AB BC 90 3D 41 D4 8C |[S..... [ PR =A..|
Wrapped key:

20 E5 50 11 10 1E 5B 67 A6 23 4E 48 D6 B8 43 67 | .P...[g.#NH..Cgqg|
50 9D 7C 19 24 EA E7 32 E1 BB D1 5C 4C EF 60 FD |P.|.$..2...\L. .|
MAC of key:

D7 17 D7 F5 [ oo,
kekri.encryptedKey content:

30 28 04 20 20 E5 50 11 10 1E 5B 67 A6 23 4E 48 |0(. .P...[g.#NH]|
D6 B8 43 67 50 9D 7C 19 24 EA E7 32 E1 BB D1 5C |..CgP.|.$..2...\]|
4C EF 60 FD 04 04 D7 17 D7 F5 [ P

EnvelopedData.encryptedContentInfo.contentType: 1.2.840.113549.1.7.1
EnvelopedData.encryptedContentInfo.contentEncryptionAlgorithm.algorithm: 1.2.643.2.4.3.2.2
Making EnvelopedData.encryptedContentInfo.contentEncryptionAlgorithm.parameters
(Gost28147_89 Parameters) :

par.iv

B4 0D 36 E4 AA 74 BD 09 [..6..t..

par.encryptionParamSet (1-4 - cproA-cproD): 1

Encoded Gost28147-89-Parameters:
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30 13 04 08 B4 0D 36 E4 AA 74 BD 09 06 07 2A 85 [0..... 6..t....*%.
03 02 02 1F 01 [ |
Making EnvelopedData.encryptedContentInfo.encryptedContent (enc data + imit)
EnvelopedData.encryptedContentInfo.encryptedContent (w/o ostr header) :

46 AF CE 74 43 DF B6 B3 7C 79 EE F9 CA D5 55 B4 [|F..tC...|y....U.]|
BO 56 C3 E5 BF C6 06 CD 81 60 E3 CB BF 01 BE 66 |.V....... e £
59 EB 85 7C FE EO 27 9B 38 B5 F8 49 04 A5 81 4E [Y..[..'.8..I...N]|
19 27 F1 58 E8 9E 52 74 48 E8 59 51 A4 B6 0D EB |.'.X..RtH.YQ....|

67 21 40 50 3F 6E BD E8 31 A2 50 D3 10 BO 60 46 |g!@P?n..1.P... F|
5B 71 OE 4B 26 AC CF 70 BF 48 E8 C6 77 3D 39 94 |["g.K&..p.H..w=9.]
EE B2 C6 19 36 FO [....6.

Making key.typeAttributes.keyInfo.paramsAndOps.parameters:
pars.gostR3410-2012ParamSet (1-8 - cproA,B,C,XchA,XchB,512Test,512A,512B): 1

Adding token.pkcsl50bjects.certificates element:

Making object for certificate 'Certificate of Andrey Fedotov':
Choosing CertificateType.x509Certificate choice.
x509.commonObjectAttributes.label:

43 65 72 74 69 66 69 63 61 74 65 20 6F 66 20 41 |Certificate of A|
6E 64 72 65 79 20 46 65 64 6F 74 6F 76 |ndrey Fedotov
x509.commonObjectAttributes.flags: 0x00, len=1, unused bits=6
x509.classAttributes.iD:

00 00 00 02 [

Choosing x509.typeAttributes.value.direct choice.

Certificate (963 bytes).

x509.typeAttributes.subject:

30 81 BA 31 23 30 21 06 09 2A 86 48 86 F7 0D 01 |0..1#0!..*.H....|

09 01 16 14 66 65 64 6F 74 6F 76 40 66 61 63 74 |....fedotov@fact]
6F 72 2D 74 73 2E 72 75 31 OB 30 09 06 03 55 04 |or-ts.rul.0...U.|
06 13 02 52 55 31 15 30 13 06 03 55 04 07 1E 0OC |...RU1.0...U....|
04 1C 04 3 04 41 04 3A 04 32 04 30 31 1B 30 19 |...>.A.:.2.01.0.]
06 03 55 04 OA 1E 12 04 24 04 30 04 3A 04 42 04 |..U..... $.0.:.B.|
3E 04 40 00 2D 04 22 04 21 31 11 30 OF 06 03 55 [>.@.-.".!1.0...U]
04 OB 1E 08 04 22 04 35 04 41 04 42 31 3F 30 3D |..... ".5.A.B1?0=|
06 03 55 04 03 1E 36 04 24 04 35 04 34 04 3E 04 |..U...6.5.5.4.>.]
42 04 3E 04 32 00 20 04 10 04 3D 04 34 04 40 04 [B.>.2. ...=.4.@.]|
35 04 39 00 20 04 12 04 3B 04 30 04 34 04 38 04 [5.9. ...;.0.4.8.]
3C 04 38 04 40 04 3E 04 32 04 38 04 47 [<.8.0@.>.2.8.G
x509.typeAttributes.issuer:

30 7A 31 23 30 21 06 09 2A 86 48 86 F7 0D 01 09 |0z1#0!..*.H..... I
01 16 14 6D 69 76 61 6E 6F 76 40 66 61 63 74 6F |...mivanov@facto]
72 2D 74 73 2E 72 75 31 0B 30 09 06 03 55 04 06 |r-ts.rul.0...U..|
13 02 52 55 31 OF 30 OD 06 03 55 04 07 13 06 4D |..RU1.0...U....M]|

6F 73 63 6F 77 31 12 30 10 06 03 55 04 0A 13 09 Joscowl.O0...U....|
43 72 79 70 74 6F 50 72 6F 31 OE 30 0C 06 03 55 |[CryptoProl.0...U]
04 0B 13 05 50 72 6F 6D 6F 31 11 30 OF 06 03 55 |....Promol.0...U]|
04 03 13 08 4D 61 78 69 6D 20 55 43 |....Maxim UC

Adding token.pkcsl5O0bjects.privateKeys element:

pl5 mk prkey obj: Making private key 'New Generated Private Key' object:
Choosing PrivateKeyType.privateGostR3410 2012Key choice.
key.commonObjectAttributes.label:

4F 65 77 20 47 65 6E 65 72 61 74 65 64 20 50 72 |[New Generated Pr|
69 76 61 74 65 20 4B 65 79 |ivate Key
key.commonObjectAttributes.flags: 0x80, len=1, unused bits=6
key.classAttributes.iD:

00 00 00 03 [ I
key.classAttributes.usage: len=2, unused bits=6:
20 \

key.classAttributes.accessFlags: len=1, unused bits=3: O0xEQ

Encoded GostPrivateKey (98 bytes):

04 60 09 31 E6 3C BD 14 O0A F3 29 65 47 A6 93 2A |. .1.<....)eG..*|
01 AC 32 7B B3 01 6D ED 53 77 CB 1C 3B 5F 02 FD |..2{..m.Sw..; ..|
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CE 12 B7 6D
F1 92 DD 63
72 2E ED 67
DF 7F FB 4C
9B BA

E5 26 5C 83
D8 78 B8 0D
60 4F 56 32
B9 16 21 7C

3F
6A
EF
F2

86
D9
45
EF

AC
97
TF
BB

BD
2D
4F
1A

BE D5 AE
4B 2C 20
91 80 45
73 09 78

Wrapping GostPrivateKey to EnvelopedData

pl5 mk enveloped data: Making EnvelopedData.recipientInfos
kekri.kekid.keyIdentifier:

00 00
kekri.
kekri.
kekri.
15 B4 3C 18
Key wrap:
Pw key:

6C 5C 3C E5
50 AD C8 AA

00 05

Session key:

C8 B8 8B EO
AF 03 53 71

Wrapped key:

74 DA 1E A4
71 27 9F B6
MAC of key:
8E 9E 7C 34

kekri.encryptedKey

30 28 04 20
4C DD A2 22
85 B2 7E 52

EnvelopedData.encryptedContentInfo.
EnvelopedData.encryptedContentInfo.
Making EnvelopedData.encryptedContentInfo.contentEncryptionAlgorithm.parameters
(Gost28147 89 Parameters):

par.iv
F9 CC 24 E2

par.encryptionParamSet
Encoded Gost28147-89-Parameters:

30 13 04 08
03 02 02 1F

Making EnvelopedData.encryptedContentInfo.encryptedContent
EnvelopedData.encryptedContentInfo.

3A CF E7 58
F1 87 DC 10
4C D4 C3 9B
D8 88 C2 7B
1E 9A 2C 3C
76 08 70 BF
2E 23 DB 6A

2B 6E 35 98

C6 66 57 6E
D9 1E F9 B4

B3 67 67 OF
14 3F AF 52

88 11 BA 29
33 8F AC 06

74 DA 1E A4
71 27 9F B6
04 04 8E O9E

AE 66 28 49

F9 CC 24 E2
01

53 69 E5 49
6E A9 BD 34
8A E1 56 3B
41 63 1B CE
35 41 A7 33
DA 2B 77 F5
4D 62

keyEncryptionAlgorithm.
keyEncryptionAlgorithm.
keyEncryptionAlgorithm.

9D
2F

64
D7

1cC
36

content:

88
33
7cC

algorithm:
parameters.encryptionParamSet

Cl
E7
4A
BO

=
HQ o 3

M eloisex

1.2.643.2.2.13.1

parameters.ukm:

7B
62

8D
68

2F
72

11
8F
34

63
F9

FD
FA

55
A6

BA
AC

00 31 BS5 85
0A 45 4E 43
D1 D9 96 F8
B8 B7 OB BB
FF 4C DD A2
63 85 B2 TE
29 1C 2F 55
06 36 72 A6
contentType:

contentEncryptionAlgorithm.algorithm:

AE 66 28 49

1A
9D
20
DB
24
6B

1D
AB
D2
3A
47
6A

4C
64
6E
75
E2
8F

encryptedContent
95 22 E9 43 FF
34 57 9A 8A 4D
Bl 7D 99 AC 61
AB B8A 6C 5C 5F
4D 41 2F 4B CD
FE 35 70 41 60

(1-4 - cproA-cproD):

6C
1cC

3F
E9

22
52

FE
63

(1-4 =

|..<.+n5.

[1\<..fWn.{c.1..
[ =2 /b..ENC
[ gg.d......
|..Sg.?.R.h.....
[t..o.o... )./U.L

1.2.840.113549.1.7.1

06 07 2A 85

(w/o ostr header

[:..Xsi.I..L.".C.

"OV2.E.O..EJ]|

(key.typeAttributes.value.direct-protected:
(1 kekri):

cproA-cproD) :

1]

(enc data + imit)

)t
I

[....n..4..d4wW..M]|

.n.}..

al

[...{Ac...:u..1\ |

|..,<5A.3$G.MA/K
|[v.p..+w.kj..5pA
| .#.JMb

Making key.typeAttributes.keyInfo.paramsAndOps.parameters:
pars.gostR3410-2012ParamSet

Adding token.pkcsl50bjects.publicKeys element:

(1-8 - cproA,B,C,XchA,XchB,512Test,512A,512B) :

P 50.1.110—2016

1.2.643.2.4.3.2.2

pl5 mk pubkey obj: Making public key 'Public Key for New Generated Private Key' object:
Choosing PublicKeyType.publicGostR3410 2012Key choice.
key.commonObjectAttributes.label:
65 79 20 66
61 74 65 64

50 75 62 6C
65 77 20 47
76 61 74 65

69 63 20 4B
65 6E 65 72
20 4B 65 79

key.commonObjectAttributes.flags:
key.classAttributes.iD:

00 00 00 03

key.classAttributes.usage: len=2, unused bits=6:

02

0x00,

6F 72 20 4E
20 50 72 69

|Public Key for N|

|ew Generated Pr
|vate Key

len=1, unused bits=6

il
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P 50.1.110—2016

Making key.typeAttributes.value:
Choosing key.typeAttributes.value.direct.raw choice.
GostR3410Point (w/o ostr header):

1E 8B CE FD 7C 95 E8 4F 11 E3 5A 14 A0 58 FD 5B [....[|..0..Z2..X.[]
CB 3E 24 89 3A DE 91 59 99 EB 27 5B A3 AF AF 1D [.>$.:..Y.."[....]|
D4 D5 8D 6C 32 A2 64 D3 8A E6 CD 07 54 0C 76 7B |...12.d..... T.v{]|
41 5E 64 54 OB E9 23 02 A7 F4 EA FA 65 CD F6 4B |A"dAT..#..... e..K]

Making key.typeAttributes.keyInfo.paramsAndOps.parameters:
pars.gostR3410-2012ParamSet (1-8 - cproA,B,C,XchA,XchB,512Test,512A,512B): 2

Adding token.pkcsl50bjects.privateKeys element:

pl5 mk prkey obj: Making private key '512-bit private key' object:
Choosing PrivateKeyType.privateGostR3410 2012Key choice.
key.commonObjectAttributes.label:

35 31 32 2D 62 69 74 20 70 72 69 76 61 74 65 20 |512-bit private |
6B 65 79 | key |
key.commonObjectAttributes.flags: 0x80, len=1, unused bits=6
key.classAttributes.iD:

00 00 00 04 [ |
key.classAttributes.usage: len=2, unused bits=6:
20 \

key.classAttributes.accessFlags: len=1, unused bits=3: 0xEO0
key.classAttributes.startDate:

32 30 31 33 31 30 32 32 31 32 31 34 33 33 5A 1201310221214337 |
key.classAttributes.endDate:
32 30 31 34 31 30 31 38 32 32 30 30 30 30 5A 120141018220000Z |

Encoded GostPrivateKey (195 bytes):
04 81 CO F4 3E Cl 61 62 CA 43 77 85 BB 72 17 86

6F 29 E7 1B 9E 3B FD 99 7C BB CE 89 BA 15 9F 5D 0) ...; [oeeo. ]
5B 63 C6 85 OE E2 33 7F BA DO 2B 5F Bl D3 39 01 [c. 3...4+ .9
AB 2A AC 40 B6 45 DB F9 73 F9 30 89 CA 84 3B 2B *.@.E..s.0 e
B6 DF 06 F4 53 80 45 BO 2F C8 C6 DE AA 01 ED A5 S.E./..ou...

|

\

\

\

\

16 21 DD B1 65 FB 1F 53 AB C9 4C 1D 64 B3 BD 3F |
D9 D8 0C 2D 97 B7 91 F9 AE B6 DC AF C2 F3 9F 7TA |...=...c.uun.n. z|

\

\

\

\

|

34 5E 20 2A BO FE 1E C2 62 63 3B 2E 5F 1F 1B 9A 4~ * .. ..bc;. |
7F 58 7C 8A DO 00 FB 06 40 32 4D DF 2F 70 F7 EB D: ¢ @2M./p. .|
78 D3 84 5D 47 47 36 72 A7 05 37 A2 14 A9 61 CB X..]GG6r..7...a.]|
1A 49 59 53 59 7F 76 E1 D8 C4 D7 9A AA FB 7E 9D IYSY.v....... ~
1A 83 F8 98 24 78 92 87 AB FO 97 EB 7C 32 02 D4 =3 |2

E9 28 50 |. (P |

Wrapping GostPrivateKey to EnvelopedData (key.typeAttributes.value.direct-protected:
pl5 mk enveloped data: Making EnvelopedData.recipientInfos (1 kekri):
kekri.kekid.keyIdentifier:

00 00 00 05 [
kekri.keyEncryptionAlgorithm.algorithm: 1.2.643.2.2.13.1
kekri.keyEncryptionAlgorithm.parameters.encryptionParamSet (1-4 = cproA-cproD): 1
kekri.keyEncryptionAlgorithm.parameters.ukm:

42 59 7A BF 46 FA D9 24 |BYz.F..$

Key wrap:

Pw key:

6C 5C 3C E5 C6 66 57 6E 9D 7B 63 00 31 B5 85 6C |1\<..fWn.{c.1l..1]|
50 AD C8 AA D9 1E F9 B4 2F 62 F9 0A 45 4E 43 1C |P....... /b..ENC. |
Session key:

8C 35 96 F6 3E CF 3A 2F 70 9A E7 FC 15 91 02 90 |.5..>.:/p.c.....
B9 10 04 9F E5 C7 EF 1F F2 99 45 DO 74 B9 4F 14 |.......... E.t.0.]|
Wrapped key:

86 FC 00 80 C9 07 31 2D 65 0B C6 93 B8 37 3F FA |...... l-e....72.]
C3 BB CF 0C 2A A9 15 CO O9E BF 04 1F OD F5 BL ED |....* . .iiuiiuninnnn
MAC of key:

E3 68 3C D8 | .h<.
kekri.encryptedKey content:

30 28 04 20 86 FC 00 80 C9 07 31 2D 65 0B C6 93 [0(. ...... l-e...
B8 37 3F FA C3 BB CF 0C 2A A9 15 CO O9E BF 04 1F [|.72..... [P
0D F5 B1 ED 04 04 E3 68 3C D8 [ h<.
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EnvelopedData.encryptedContentInfo.contentType: 1.2.840.113549.1.7.1

P 50.1.110—2016

EnvelopedData.encryptedContentInfo.contentEncryptionAlgorithm.algorithm: 1.2.643.2.4.3.2.2

Making EnvelopedData.encryptedContentInfo.contentEncryptionAlgorithm.parameters
(Gost28147 89 Parameters):

par.iv

F8 B5 70 EE E4 BC 82 C4 [P
par.encryptionParamSet (1-4 - cproA-cproD): 1

Encoded Gost28147-89-Parameters:

30 13 04 08 F8 B5 70 EE E4 BC 82 C4 06 07 2A 85 |O0..... Pevennnn o

03 02 02 1F 01 [eevnn

Making EnvelopedData.encryptedContentInfo.encryptedContent (enc data + imit)
EnvelopedData.encryptedContentInfo.encryptedContent (w/o ostr header) :

48 0C CC 5B 74 8A 44 BC 75 83 22 D2 CF 68 AB 1A |[|H..[t.D.u."..h..|

9C 74 CC 78 7E 43 88 EB E8 9C 2D 15 C2 CB BC E8 |.t.x~C....—-..... |
76 35 BA ED C5 4A EE C5 60 27 3A 30 DC OA 94 74 |v5...J.. ':0...t]|
90 92 39 B3 88 A5 9C FE 59 44 5F AA 2B OF 19 D1 |..9..... YD .+...]|
52 CA 71 89 O9E D8 6C D9 3E D9 5A FB 52 E3 67 66 |R.g...1.>.Z.R.gf]
95 23 52 50 D7 D9 10 87 79 1B 1B C2 0C 3D BC D9 |.#RP....y....=..|
C9 83 76 4A D5 D2 F5 34 CF 56 CA 06 03 A0 54 5D |..vJ...4.V....T]

AF Bl 65 C6 EO 83 75 AB A0 42 B4 FO 69 C3 FO 4E |..e...u..B..i..N
6B 7D 97 37 66 68 DE B9 BC 4E BB E2 64 20 51 FF |k}.7fh...N..d Q.

\
\
\
EB 5D 0C 21 72 5B 09 4E F5 EF C3 7C 04 24 DC 11 |.].!r[.N...|.$..]
5C CF FB CC 49 F2 F2 74 4F 82 A7 FC 49 A5 C4 D4 |\...I..tO...I...|
33 A4 25 2C AD C7 D3 5E 66 77 D7 14 A5 2A 09 F1 [3.%,...%fw...*..]|
41 29 7B DB 30 36 Bl |[A) {.06.

Making key.typeAttributes.keyInfo.paramsAndOps.parameters:
pars.gostR3410-2012ParamSet (1-8 - cproA,B,C,XchA,XchB,512Test,512A,512B): 6

Adding token.pkcsl50bjects.publicKeys element:

pl5 mk pubkey obj: Making public key 'Public key for 512-bit private key' object:

Choosing PublicKeyType.publicGostR3410 2012Key choice.
key.commonObjectAttributes.label:

50 75 62 6C 69 63 20 6B 65 79 20 66 6F 72 20 35 |Public key for 5]
31 32 2D 62 69 74 20 70 72 69 76 61 74 65 20 6B |12-bit private k|
65 79 ley |
key.commonObjectAttributes.flags: 0x00, len=1, unused bits=6
key.classAttributes.iD:

00 00 00 04 [
key.classAttributes.usage: len=2, unused bits=6:

02 |
key.classAttributes.startDate:

32 30 31 33 31 30 32 32 31 32 31 34 33 33 5A 1201310221214337 |
key.classAttributes.endDate:

32 30 31 34 31 30 31 38 32 32 30 30 30 30 5A 120141018220000Z |

Making key.typeAttributes.value:
Choosing key.typeAttributes.value.direct.raw choice.
GostR3410Point (w/o ostr header):

OF EA C5 57 A0 A6 30 EE AC A5 3A 1C CB C9 48 6D [...W..0...:...Hm]
Cl E1 00 8D CB BA AD CY9 B7 7F 8B FE 94 32 C1 D2 |....viuvenen.. 2.4
09 DA 85 0D 40 8D 1C 17 21 AC 53 36 34 7E A4 40 [....Q@...!.S64~.Q]
CC 27 A4 9B AD BA 05 58 F5 9D 90 09 2B 4B 39 1E |.'..... X....tK9. |
OB DF 3C 66 99 EA E9 25 17 13 E1 9E F8 FE AC 39 |..<f...%....... 9|
3B 26 94 1A 08 BA CC E7 71 DO 03 24 AO 67 36 A4 [;&...... q..$.96. |
ED 28 7B 21 07 90 32 72 AA 18 38 BA C3 BD 51 6B |.({!..2r..8...Qk]|
9C 2A 22 DB EE CA B8 Bl 5F 12 DB 1A Al 74 F9 03 |.*"..... RS

Making key.typeAttributes.keyInfo.paramsAndOps.parameters:
pars.gostR3410-2012ParamSet (1-8 - cproA,B,C,XchA,XchB,512Test,512A,512B): 6

Adding token.pkcsl50bjects.dataObjects (abstract data) element:

Making abstract data object 'Top-secret Data'

Choosing DataType.oidDO choice.

01dDO. commonObjectAttributes.label:

54 6F 70 2D 73 65 63 72 65 74 20 44 61 74 61 | Top-secret Data |
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P 50.1.110—2016

01dDO.commonObjectAttributes.flags:

0idDO.classAttributes.applicationOID:
1.1.456.7890

01dDO. typeAttributes.id:

0xCO, len=1, unused bits=6
1.3.6.1.4.1.13312.503.1.4

Choosing 0idDO.typeAttributes.value.direct-protected choice.

Data to encrypt (wrapped in OCTET STRING): (82 bytes):

04 50 54 68 69 73 20 69 73 20 73 6F 6D 65 20 63 |.PThis is some c|
6F 6E 66 69 64 65 6E 74 69 61 6C 20 61 62 73 74 |onfidential abst]
72 61 63 74 20 64 61 74 61 2E 20 49 74 20 77 69 |ract data. It wi]
6C 6C 20 62 65 20 65 6E 63 72 79 70 74 65 64 20 |11 be encrypted |
69 6E 20 74 68 65 20 63 6F 6E 74 61 69 6E 65 72 |in the container]
2E 00 [.. I
Wrapping the data to EnvelopedData (0idDO.typeAttributes.value.direct-protected):
pl5 mk _enveloped data: Making EnvelopedData.recipientInfos (1 kekri):
kekri.kekid.keyIdentifier:

00 00 00 05 [P |
kekri.keyEncryptionAlgorithm.algorithm: 1.2.643.2.2.13.1
kekri.keyEncryptionAlgorithm.parameters.encryptionParamSet (1-4 = cproA-cproD): 1
kekri.keyEncryptionAlgorithm.parameters.ukm:

91 50 FE 38 D8 65 Bl 49 |.P.8.e.I

Key wrap:

Pw key:

6C 5C 3C E5 C6 66 57 6E 9D 7B 63 00 31 B5 85 6C [1\<..fWn.{c.1l..1]|
50 AD C8 AA D9 1E F9 B4 2F 62 F9 0A 45 4E 43 1C |P....... /b..ENC. |
Session key:

97 DF 62 D7 B2 D2 A3 6E 04 02 2D CF F1 92 Cl AA |..b....n..—..... |
D7 37 E7 8A E4 2B EB 6B 66 78 56 E1 37 EB F1 86 |.7...+.kfxV.7 |
Wrapped key:

4A DE 79 15 31 F1 14 ¥F8 A7 10 E3 6C 8B 6C 70 12 [J.oy.loooo.. 1.1p. |
FE 54 55 FE 93 07 B5 A8 73 7E 28 C3 F4 OB 6C 65 |.TU..... s~(...le]
MAC of key:

8C 5D A7 F4 [.1. I
kekri.encryptedKey content:

30 28 04 20 4A DE 79 15 31 F1 14 F8 A7 10 E3 6C [0(. J.y.l...... 1]
8B 6C 70 12 FE 54 55 FE 93 07 B5 A8 73 7E 28 C3 |.lp..TU..... s~ (.|
F4 OB 6C 65 04 04 8C 5D A7 F4 | le. ]
EnvelopedData.encryptedContentInfo.contentType: 1.2.840.113549.1.7.1

EnvelopedData.encryptedContentInfo.

contentEncryptionAlgorithm.algorithm: 1.2.643.2.4.3.2.2

Making EnvelopedData.encryptedContentInfo.contentEncryptionAlgorithm.parameters

(Gost28147 89 Parameters) :
par.iv

56 10 BO 73 50 01 D8 77
par.encryptionParamSet
Encoded Gost28147-89-Parameters:
30 13 04 08 56 10 BO 73 50 01 D8
03 02 02 1F 01

Making EnvelopedData.encryptedContentInfo.encryptedContent

EnvelopedData.encryptedContentInfo.
B4 A0 8C 8A 70 75 C6 8B B1 BO 9D
E2 2B 3E BO B5 BD C6 D6 97 C3 6B
23 DB EB 51 D7 D7 5C 4A 1C CA o6F
2A 10 BA 9B EA 09 4D D2 1A 4C C9
7F 1A 19 4D E8 C5 C8 09 55 23 E5
75 3F 8D B3 69 6C

Adding token.

Making abstract data object
Choosing DataType.oidDO choice.
01dDO
50 75
0idDO.
0idDO.
0idDO.

.commonObjectAttributes.label:
62 6C 69 63 20 44 61 74 61
commonObjectAttributes.flags:

typeAttributes.id:

(1-4 - cproA-cproD):

pkcsl50bjects.dataObjects

classAttributes.applicationOID:
1.1.765.432.1

|V..sP..

1
77 06 07 2A 85

(enc data + imit)

encryptedContent (w/o ostr header):
8B 18 BB Al A2 [P <36
8F 45 46 01 80 |.+>....... k.EF..|
37 CD 95 C8 53 [#..0Q0..\J..07...5]
49 42 B2 11 2D |*..... M..L.IB..-|
78 28 F6 06 3B |...M....U#f.x(..;]|

lu?..1il |

(abstract data) element:

'"Public Data'

|Public Data
0x40, len=1, unused bits=6
1.3.6.1.4.1.13312.503.1.4

Choosing 0idDO.typeAttributes.value.direct choice.

Data

34

(wrapped in OCTET STRING)

01dDO. typeAttributes.value.direct:



04
70
73
72

AuthenticatedData.encapContentInfo.

30
05
30
2E
76
85
82
54
0B
2B
01
64
06
01
01
04
01
00
08
EE
2E
30
D7
01
B7
D5
5D
EF
88
AQ
20
43
Al
02
98
23
6D
73
55
6F
70
05
08
33
32
09
6E
31
0D
30
72
6D
69
13
03
28
35
47
27
30

37
65
20
79

82
AQ
35
01
F4
03
01
53
2B
06
04
6F
co
Al
A2
04
30
8A
DD
AC
58
1F
AA
80
TA
TE
2E
73
BB
82
43
41
82
02
9C
30
69
2E
31
77
74
50
4D
32
31
2A
6F
0B
06
10
6F
6F
6D
30
02
13
Bl
40
2F
0B

54
6E
6E
70

16
44
04
4A
D3
07
69
20
06
01
80
6D
30
81
81
00
13
B4
75
88
30
06
Bl
59
4D
BO
91
Cc9
71
03
65
03
03
10
A8
21
76
72
0F
31
6F
72
61
31
31
86
76
30
03
06
31
31
20
12
02
B2
48
CF
D7
06

68
20
6F
74

DB
30
20
AQ
E3
01
Al
76
01
04
01
20
0D
F8
E8
00
06
17
69
81
81
08
2C
5E
89
21
50
62
CB
F9
72
01
Cc9
07
30
06
61
75
30
12
50
6F
78
31
32
48
40
09
55
03
OE
11
55
06
1E
99
15
E2
9D
03

69
64
20
20

02
42
74
EE
02
01
40
65
04
01
00
49
06
06
02
00
07
5A
8B
9B
87
2A
32
C3
AA
25
AB
DF
11
30
74
00
AQ
48
08
09
6E
31
0D
30
72
6D
69
32
34
86
66
06
04
55
30
30
43
07
01
11
EO
31
F4
55

73
61
6E
69

01
06
BA
DF
02
04
30
72
01
E8
Al
6E
0B
0B
01
05
2A
F7
78
60
06
85
BD
5B
0D
DB
9A
45
43
82
69
30
82
BA
06
2A
6F
0B
06
10
6F
6F
6D
33
36
F7
61
03
07
04
0c
0F
30
2A
03
64
43
4E
42
1D

20
74
65
74

00
09
EE
FO
07
02
16
73
E8
00
82
69
2B
2B
02
30
85
04
DB
92
09
03
AC
B2
00
01
A6
B9
AQ
03
66
09
02
C5
06
86
76
30
03
06
31
31
20
39
31
0D
63
55
13
0A
06
06
63
85
43
6B
CD
54
A8
0F

69
61
65
2E

AQ
2A
AQ
96
DO
30
oc
69
00
83
01
74
06
06
31
1E
03
2A
8A
1D
2A
02
80
64
93
6E
60
AE
5C
F5
69
04
B9
90
2A
48
40
09
55
03
OE
11
55
33
32
01
74
04
06
13
03
03
30
03
00
E1l
76
51
C4
04

73
2E
64
00

4E
86
BE
80
02
82
11
6F
83
77
23
20
01
01
59
06
02
30
30
B4
86
04
06
BE
74
16
EE
27
58
30
63
04
30
EA
85
86
66
06
04
55
30
30
43
38
5A
09
6F
06
4D
09
55
55
1cC
02
04
38
24
39
DD
04

20
20
20

30
48
CB
14
01
16
46
6E
77
01
30
56
04
04
A2
07
02
28
e
55
48
03
07
Al
38
00
95
48
1A
1B
61
00
82
C5
03
F7
61
03
07
04
oc
0F
30
5A
30
01
72
13
6F
43
04
04
06
02
40
12
6D
D5
9C
03

73
54
74

4cC
86
77
53
20
84
61
03
01
03
17
61
01
01
57
2A
1F
04
90
4cC
86
02
2A
09
82
70
6B
DF
E8
oc
74
00
02
9B
02
0D
63
55
13
0A
06
06
1E
17
7A
16
2D
02
73
72
0B
03
06
23
97
02
8D
CF
A3
02

6D 65 20 6F
65 72 65 27
20 65 6E 63

6F

68

6F
eContent
04 04 00
F7 0D 01
5E 4E C9
6A 8E F4
30 0A 06
A7 82 01
63 74 6F
01 00 30
03 Al 17
A0 08 30
0Cc 11 52
6C 75 65
E8 00 83
E8 00 83
02 01 04
85 03 02
01 04 08
20 F3 73
FO 7D E2
8C 04 04
F7 0D 01
02 30 13
85 03 02
1D 8C 01
2C CB 2E
85 DB 15
5F CF ES5
0D D3 92
E1 A5 82
16 52 6F
65 20 6F
00 01 01
68 A0 03
4C  4F OF
02 03 30
01 09 01
74  6F 72
04 06 13
06 4D 6F
13 09 43
03 55 04
03 55 04
17 0D 31
0D 31 37
31 23 30
14 6D 69
74 73 2E
52 55 31
63 o6F 77
79 70 74
13 05 50
13 08 4D
2A 85 03
01 06 07
CB DD 42
1F 6E 83
70 52 10
23 BB 24
81 C7 30
01 86 30

00
05
BA
1B
08
6D
72
0D
06
06
61
03
77
77
30
02
FO
D2
44
4B
07
04
02
D8
Fl
7B
E4
97
03
6F
66
01
02
E7
TA
16
2D
02
73
72
0B
03
32
30
21
76
72
0F
31
6F
72
61
02
2A
DF
5F
B8
47
81
0F

00
0c
B5
CB
2A
AQ
2D
06
0B
02
6E
02
01
01
06
0D
86
4D
DD
66
01
08
1F
2F
E1l
69
6C
AB
FD
74
20
FF
01
04
31
14
74
52
63
79
13
13
30
33
06
61
75
30
12
50
6F
78
02
85
80
B3
61
59
C4
06

| .7This is some o]

| pe

n data. There'

|s no need to enc]|

lry

(w/o ostr header)

pt it..

(5855 bytes):

[..1.@0...Factor-|

| TS

C

version...0..

...... w....0..

O to oL, w.

.0...0...Root|

ertificate of

|mivanov@factor-t|
|s.rul.0...U....R|
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61 63 74 6F 72 2D 74 73 2E 72 75 31 0B 30 09 06 Jactor-ts.rul.O0..|
03 55 04 06 13 02 52 55 31 15 30 13 06 03 55 04 |.U....RUL1.0...0.|
07 1E 0C 04 1C 04 3E 04 41 04 3A 04 32 04 30 31 |...... >.A.:.2.01]
1B 30 19 06 03 55 04 0A 1E 12 04 24 04 30 04 3A |.0...U..... $.0.:]
04 42 04 3 04 40 00 2D 04 22 04 21 31 11 30 OF |.B.>.@.-.".!1.0.]
06 03 55 04 OB 1E 08 04 22 04 35 04 41 04 42 31 |..U..... ".5.A.B1]|
3F 30 3D 06 03 55 04 03 1E 36 04 24 04 35 04 34 |?0=..U...6.5.5.4]
04 3E 04 42 04 3E 04 32 00 20 04 10 04 3D 04 34 |.>.B.>.2 =.4]
04 40 04 35 04 39 00 20 04 12 04 3B 04 30 04 34 ].@.5.9. ;.0.4]|
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04
AQ
01
74
04
06
13
03
03
61
01
6E
4B
02
02
30
85
04
55
A6
09
03
28
58
10
9B
7B
3C
BF
6A
92
63
6E
4B
01
11
99
8A
A7
02
19
74
00
31
34
A2
04
01
7A
Cc9
2A
3C
30
F8
01
CF
Cc2
DC
2B
52
ocC
03
69
64
04
49

38
e
09
6F
06
4D
09
55
55
4A
3C
65
65
05
31
1E
03
2A
FF
63
2A
02
49
53
6E
8A
41
35
DA
4D
AQ
20
65
65
02
E3
EB
E6
F4
23
0c
65
04
30
31
82
04
30
BF
07
A9
D8
1F
BS
80
68
CB
0A
0F
E3
3D
AQ
C3
20
24
AS

04
30
01
72
13
6F
43
04
04
76
BB
72
79
20
59
06
02
30
4cC
85
86
04
06
69
A9
E1l
63
41
2B
62
81
4B
72
79
Al
5A
27
CD
EA
02
13
20
03
32
30
01
00
13
46
31
15
30
06
70
81
AB
BC
94
19
67
BC
54
FO
51
DC
c4

3C
TA
16
2D
02
73
72
0B
03
22
82
61
03
03
A2
07
02
28
DD
B2
48
03
07
E5
BD
56
1B
A7
77
30
8F
65
61
03
4F
14
5B
07
FA
AOQ
35
6B
02
32
31
57
00
06
FA
2D
co
81
08
EE
c7
1A
E8
74
D1
66
D9
5D
4E
FF
11
D4

04
31
14
74
52
63
79
13
13
00
01
74
02
02
57
2A
1F
04
A2
TE
86
02
2A
49
34
3B
CE
33
F5
09
BB
79
74
01
AQ
AQ
A3
54
65
82
31
65
05
31
38
02
00
07
D9
65
9E
F6
2A
E4
48
9C
76
90
52
95
Cc9
AF
6B
EB
5C
33

38
23
6D
73
55
6F
70
05
08
00
38
65
07
05
02
85
01
20
22
52
F7
02
85
1A
9D
20
DB
24
6B
06
81
20
65
00
42
58
AF
0c
CD
01
32
79
20
32
32
01
05
2A
24
0B
BF
06
85
BC
0c
74
35
92
CA
23
83
Bl
7D
5D
CF
A4

04
30
69
2E
31
77
74
50
4D
00
30
64
80
EO
01
03
04
74
71
04
0D
30
03
1D
AB
D2
3A
47
6A
07
8C
66
64
30
04
FD
AF
76
F6
Cl
2D
03
03
31
32
02
30
85
04
(619
04
09
03
82
cc
cc
BA
39
71
52
76
65
97
oc
FB
25

40
21
76
72
0F
31
6F
72
61
00
1F
20
30
Al
04
02
08
DA
27
04
01
13
02
4cC
64
6E
75
E2
8F
2A
30
6F
20
0A
40
5B
1D
7B
4B
AQ
62
02
02
34
30
31
1E
03
2A
93
1F
2A
02
c4
5B
78
ED
B3
89
50
4A
Ccé
37
21
cc
2C

04
06
61
75
30
12
50
6F
78
00
oc
50
OE
82
30
02
15
1E
9F
8E
07
04
02
95
34
Bl
AB
4D
FE
85
2D
72
50
04
1E
CB
D4
41
30
82
69
07
05
33
30
59
06
02
30
B8
0D
86
04
06
74
7E
C5
88
9E
D7
D5
EO
66
72
49
AD

3E
09
6E
31
0D
30
72
6D
69
1D
19
72
04
01
06
0D
B4
A4
B6
9E
01
08
1F
22
57
7D
8A
41
35
03
0c
20
72
04
8B
3E
D5
5E
09
01
74
80
EO
33
30
A2
07
02
28
37
F5
48
03
07
8A
43
4A
A5
D8
D9
D2
83
68
5B
F2
c7

04
2A
6F
0B
06
10
6F
6F
6D
AQ
4E
69
04
03
04
01
3C
88
33
e
30
F9
01
E9
9A
99
6C
2F
70
02
28
4E
69
00
CE
24
8D
64
06
BD
20
30
18
5A
30
57
2A
1F
04
3F
Bl
86
02
2A
44
88
EE
9C
6C
10
F5
75
DE
09
F2
D3

32
86
76
30
03
06
31
31
20
82
65
76
00
A2
04
30
18
11
8F
34
1F
cc
80
43
8A
AC
5C
4B
41
02
50
65
76
00
FD
89
6C
54
07
BB
70
30
0F
80
5A
02
85
01
20
FA
ED
F7
02
85
BC
EB
C5
FE
D9
87
34
AB
B9
4E
74
5E

04
48
40
09
55
03
OE
11
55
01
77
61
00
81
00
13
2B
BA
AC
30
06
24
66
FF
4D
61
5F
CD
60
23
75
77
61
00
e
3A
32
0B
2A
82
72
04
32
0F
Al
01
03
04
86
C3
04
0D
30
03
75
E8
60
59
3E
79
CF
AQ
BC
F5
4F
66

38
86
66
06
04
55
30
30
43
40
20
74
00
F5
00
06
6E
29
06
81
08
E2
3A
Fl
4C
D8
1E
76
2E
02
62
20
74
03
95
DE
A2
E9
85
01
69
04
30
32
82
04
02
08
FC
BB
04
01
13
02
83
9C
27
44
D9
1B
56
42
4E
EF
82
77

04
F7
61
03
07
04
0c
0F
02
AQ
47
65
03
02
00
07
35
1c
36
94
2A
AE
CF
87
D4
88
9A
08
23
Al
6C
47
65
03
E8
91
64
23
03
B9
76
00
31
30
01
30
02
42
00
CF
E3
07
04
02
22
2D
3A
5F
5A
1B
CA
B4
BB
C3
A7
D7

47
0D
63
55
13
0A
06
06
0A
82
65
20
03
01
05
2A
98
2F
72
06
85
66
E7
DC
C3
Cc2
2C
70
DB
81
69
65
20
02
4F
59
D3
02
02
30
61
00
33
31
68
06
0D
59
80
0c
68
01
08
1F
D2
15
30
AA
FB
Cc2
06
FO
E2
e
FC
14

JKUHL L.

.8.<.8.0.>.2.8.G]|
[0z1#0!.

mivanov@fac|
\tor—ts.rul.O...
.RUL1.0.
Moscowl 0
CryptoProl 0.

.8

.Pr
.Ma

0.

omol.0.
xim UC

.New Ge

Inerated Private

I{

[ .
1]

[P 0-

AV

.L.
.d
.n.

Ac...:u
|<5A.3$G.MA/K.v.p]|
Stw. kT

jMbO. . .*

" C
4W. .ML.

}.

.l\_

.5pA”

Ul

'VI

CH#.
i
. (Publi|

|c Key for New Ge|
|nerated Private
|Key. ..

11022121433%.

.T. V{AAdT

.K

0.
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te key.
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[41018220000%Z. .
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A5 2A
85 03
ED 30
66 6F
61 74
00 04
31 32
38 32
80 OF
6D C1
D2 09
40 CC
1E OB
39 3B
A4 ED
6B 9C
03 30
01 20
70 2D
C0 30
Al 81
31 59
1E 06
03 02
2A 30
6C 8B
C3 F4
2A 86
02 04
77 06
70 75
B5 BD
D7 D7
EA 09
E8 C5
69 6C
69 63
06 01
7D 83
73 6F
54 68
74 6F

09 F1 41 29 7B DB 30 36 Bl
07 01 02 01 02 00 Al 81 F3
27 0C 22 50 75 62 6C 69 63
72 20 35 31 32 2D 62 69 74
65 20 6B 65 79 03 01 00 30
03 02 01 02 18 OF 32 30 31
31 34 33 33 5A 80 OF 32 30
32 30 30 30 30 5A Al 81 93
EA C5 57 A0 A6 30 EE AC A5
E1 00 8D CB BA AD C9 B7 7F
DA 85 0D 40 8D 1C 17 21 AC
27 A4 9B AD BA 05 58 F5 9D
DF 3C 66 99 EA E9 25 17 13
26 94 1A 08 BA CC E7 71 DO
28 7B 21 07 90 32 72 AA 18
2A 22 DB EE CA B8 Bl 5F 12
0B 06 09 2A 85 03 07 01 02
A0 82 01 1C Al 82 01 18 30
73 65 63 72 65 74 20 44 61
0D 06 0B 2B 06 01 04 01 E8
EF 06 05 29 83 48 BD 52 A2
A2 57 02 01 04 30 06 04 04
07 2A 85 03 02 02 OD 01 30
02 1Fr 01 04 08 91 50 FE 38
28 04 20 4A DE 79 15 31 F1
6C 70 12 FE 54 55 FE 93 07
0B 6C 65 04 04 8C 5D A7 F4
48 86 F7 0D 01 07 01 30 1F
03 02 02 30 13 04 08 56 10
07 2A 85 03 02 02 1F 01 80
C6 8B Bl BO 9D 8B 18 BB Al
C6 D6 97 C3 6B 8F 45 46 01
5C 4A 1C CA 6F 37 CD 95 C8
4D D2 1A 4C C9 49 42 B2 11
C8 09 55 23 E5 78 28 F6 06
A7 6B A0 69 Al 67 30 11 OC
20 44 61 74 61 03 02 06 40
04 01 E8 00 83 77 01 04 Al
30 01 A0 39 04 37 54 68 69
6D 65 20 6F 70 65 6E 20 64
65 72 65 27 73 20 6E 6F 20
20 65 6E 63 72 79 70 74 20

30
AQ
20
20
2C
33
31
AQ
3A
8B
53
90
E1l
03
38
DB
01
15
74
00
81
00
13
D8
14
B5
30
06
BO
56
A2
80
53
2D
3B
0B
30
43
73
61
6E
69

Message digest (hash) of the eContent

73 4A
93 90
7B 2F
8D CE

2A AC 3F 43 44 47 BA 37 B3
EC 78 89 DC 66 37 77 DF 16
7B A0 84 A3 93 09 08 D7 2C
E7 82 AC 3B Bl 57 66 A3 Bl

Making AuthenticatedData.authAttrs:

attrl
attrl
attrl
attr2
attr2
attr2

(id-contentType) :

.attrType: 1.2.840.113549.1.9.
.attrvValuel: 1.2.840.113549.1.

(id-messageDigest) :

.attrType: 1.2.840.113549.1.9.
.attrvValuel: ostr len=64 - message digest

Encoded authAttrs (standalone):

31 6C
0C 06
09 2A
2A AC
EC 78
7B AOQ
E7 82

30 19 06 09 2A 86 48 86 F7
0A 2A 86 48 86 F7 0D 01 OF
86 48 86 F7 0D 01 09 04 31
3F 43 44 47 BA 37 B3 10 AE
89 DC 66 37 77 DF 16 DA 24
84 A3 93 09 08 D7 2C 07 BC
AC 3B Bl 57 66 A3 Bl BS 1C

Calculating HMAC of authAttr:

Key:

40

0B
81
6B
70
04
31
34
81
1c
FE
36
09
9E
24
BA
1A
02
oc
61
83
E5
00
06
65
F8
A8
81
08
73
B4
E2
23
2A
3
75
50
0D
06
20
74
65
74

06
FO
65
72
04
30
31
83
CB
94
34
2B
F8
AQ
C3
Al
00
0F
03
77
02
00
07
Bl
A7
73
84
2A
50
AQ
2B
DB
10
1A
3F
75
06
06
69
61
65
2E

09
BB
79
69
00
32
30
04
c9
32
TE
4B
FE
67
BD
74
A7
54
02
01
01
05
2A
49
10
TE
06
85
01
8C
3E
EB
BA
19
8D
62
0B
29
73
2E
64
00

2A
81
20
76
00
32
31
81
48
Cl
A4
39
AC
36
51
F9
82
6F
06
04
02
30
85
04
E3
28
09
03
D8
8A
BO
51
9B
4D
B3
6C
2B
85
20
20
20

(ostr header

10 AE
DA 24
07 BC
B5 1C
3

15.3.1
4

0D
03
42
63
AQ
93
52

01
01
04
93
41
6C
F6

63
A0
93
52

09
30
40
Cl
63
5F
3E

93
41
6C
F6

03
4F
73
93
7B
8D

Cl
63
5F
3E

31
06
4A
90
2F
CE

|.0"."Public key |
|for 512-bit priv]|
late key...0,....|
[ 20131022
1121433%Z..2014101]

[}.0..9.7This is |
| some open data. |
|There's no need |
|to encrypt it.. |
not included) :
|sJ*.?CDG.7...c..]|

|...x..f7w...$.AcC]

(see above)

... . H....... 00. |
| .*. H.oo.o.. 1B.@sJ|
| *.2CDG.7...C....]
|.x..f7w...$.Ac{/]
{eenennn AU
[ JWEL...R.> ]



CA OF C3 47 47 09 52 F5
C7 6D 3C 2F F8 9C 3B C3
authAttrs HMAC

26 3C AF B3 OE CB 75 E8
05 06 63 E9 A3 88 67 79
97 7F F3 B8 D7 00 8A 0OA
50 F5 15 A7 6E 75 F4 8A

82 06 7D OA
09 31 3B 2A

(AuthenticatedData.mac) :

76 EC A3 8B
12 AE BA D1
DD 38 AF 0B
3B F5 6E F4

TA
61

A3
OE
38
CE

A8
B3

D2
4A
E4
23

49
46

67
5D
F2
A9

08
F5

78
58
C3
BA
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